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Sirag Erkol
IDENTIFYING INFLUENTIAL SPREADERS IN COMPLEX NETWORKS

Influence maximization is the problem of identifying the set of nodes that maximize the
size of the outbreak of a spreading process occurring on the network. This problem is im-
portant for strategic decisions in marketing and political campaigns. Typically, the problem
consists of finding small sets of initial spreaders in large static networks. Due to its com-
putational complexity, the problem can not be solved exactly. Many methods have been
proposed to approximate solutions to the influence maximization problem. Here, we first
study the effectiveness of proposed methods on a large corpus of real-world networks. We
show that simple heuristic methods with low computational complexity can provide compa-
rable solutions to optimization algorithms with high computational burden. Furthermore, we
propose a machine learning based approach that combines heuristic methods to increase the
performance of provided solutions. Next, we tackle the problem of noise in network structure
and dynamics data. We analyze both the individual and combined effects of structural and
dynamical noise on the quality of solutions. We show that implementing artificial noise can
improve the performance of optimization algorithms to identify influential spreaders. We
further analyze the influence maximization problem on temporal networks. We show that
losing the information on the ordering or the timing of the interactions significantly decreases
the ability to identify influential spreaders. Furthermore, information of the network struc-
ture during the first phases of the spreading dynamics is important in order to successfully

find influential spreaders, especially when the recovery probability is high.
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Figure 4.2:

Influence maximization in presence of structural and dynam-
ical noise. The true network structure analyzed here is given by
the email communication network (1). (a) Relative size of the out-
break O/N as a function of the number of seeds found by greedy
optimization. The true spreading probability of the ICM is such that
Otrue = 0.5. Prior dynamical knowledge used by the greedy algorithm
is not affected by noise, i.e., ¢err = Orue = 0.5. The different curves
correspond to different level of noise that affect prior structural infor-
mation. We consider various combinations of the parameters €4, and
€ada- (D) Same as in panel a, but for ¢y = 1.0 and ¢, = 0.5. ()
Same as in panel a, but for ¢;ue = ¢err = 1.0. (b) Same as in panel
a, but for ¢jpue = 1.5 and ¢, = 1.0. . . . . ...
Performance of the top spreaders in the presence of struc-
tural and dynamical noise. We consider the same network as in
Fig. 4.1. (a) We compute Eq. 4.1 for the set of top spreaders of size
| Xerr| = 100, and we plot the value of the performance as a function
of the noise level in prior structural information. Performance is mea-
sured for ¢, = 0.5. The shaded part of the plot serves to report
results valid for 0 < ¢4 < 1 and €,9¢ = 0. The non-shaded part of
the graph instead represents results for 0 < €49 < 1 and €4y = 0. (b)
Same as in panel a, but for ¢4, = 1.0. (c) Same as in panel a, but

for ¢yue = 1.5. (d) Same as in panel a, but for ¢y =2.0.. . . . . .
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Figure 4.3:

Figure 4.4:

Figure 4.5:

Best values of the structural errors in the presence of dy-
namical uncertainty. We consider the same network as in Fig. 4.1.
(a) We set €,9¢ = 0, and, for given dynamical parameters ¢;.,. and
Gerr, Wwe determine €, u.e., the value of the error parameter €4 that
leads to the maximum performance in the prediction of top spread-
ers. Best estimates of €}, are reported in the cells of the table. The
intensity of the background color is proportional to the value of €.
(b) Same as in panel a, but for the other source of structural error.
Here, we set eq; = 0 and focus on €4, i.e., the value of the error
parameter €,44 that allows to identify the best performing set of top
spreaders. . . ...
Performance of the top spreaders on a spatially embedded
network in presence of structural and dynamical noise. Same
analysis as in Fig. 4.2, but for a different network. Here, the true
network structure is given by the US power grid network (2).

Average degree of the set of top spreaders. We consider the
same network as in Fig. 4.1. (a) Average degree of the set of |X,,.| =
100 of top spreaders identified for ¢, = 0.5 and different values of
the structural errors €4, and €,49. As in Figure 4.2, we use left part of
the plot, highlighted with a gray-shaded background, to report results
valid for 0 < €4, < 1 and €,499 = 0. The non-shaded part of the graph
instead represents results for 0 < €59 < 1 and €4 = 0. (b) Same
as in panel a, but for ¢, = 1.0. (c) Same as in panel a, but for

¢err = 1.5, (d) Same as in panel a, but for ¢, =2.0. . . . . . . ..
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Figure 5.1:

Figure 5.2:

SIR model on temporal networks. Illustrative example of the
modeling framework proposed, where SIR spreading occurs on a tem-
poral network. In the example, the network consists of four nodes
and four temporal layers, and the spreading dynamics takes place
over four discrete temporal stages. For simplicity, in the illustration
we set the SIR model parameters A = p = 1 so that the dynamics is
deterministic. (a) The initial condition is such that only node i is in-
fected, while all others are in the susceptible state. At the end of the
dynamics, all nodes are either infected or recovered. (b) Nodes i and j
are initially infected, and they are recovered in the final configuration.
Nodes n and m remain in the susceptible state. . . . . . . . .. . ..
Epidemic transition in real-world temporal networks. (a) Av-
erage value of the relative outbreak size (O(X)) as a function of the
spreading probability A. The seed set corresponds to one randomly
chosen node. Results are obtained on the “High school, 2011”7 net-
work, and by setting p = 0. Results from numerical simulations on
the real network topology (red curve) are compared against those pre-
dicted by INFMA (black curve). The dashed red line indicates the
position of our best estimate of the critical value of the spreading
probability, i.e., A.. We further display results of numerical simula-
tions obtained on the same network topology but with the order of
the temporal network layers randomized (SL, blue curve). (b) Same
as in (a), but for p = 0.25. (¢) Same as in (a), but for p = 0.5. (d)

Same asin (a), but for p=1.. . . . . . ... ...
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Figure 5.3:

Figure 5.4:

Sensitivity of the spreading outcome to network dynamics.
(a) Best estimates of the critical spreading probability Ag; for ran-
domized versions of the “High school, 20117 temporal network. SIR
recovery probability is 4 = 0. The randomization consists in reorder-
ing the temporal layers only, while the topology of the individual
layers is kept invariant. Each black circle corresponds to a specific
realization of the randomization process. In the visualization, we
simply sort the various realizations depending on their Ag; value.
We display horizontal lines identifying the average Agy (full black
line), the region corresponding to one standard deviation away from
the mean (\gy & o(Agz), dashed black lines), the median value st
(dotted black line), and the actual critical value A. measured on the
non-randomized version of the network (red full line, Table 5.2). (b)
Same as in (a), but for = 0.25. (¢) Same as in (a), but for © = 0.5.
(d) Same as in (a), but for p=1. . . . . ... ... ...
Identification of influential spreaders in temporal networks.
(a) Average value of the relative size of the outbreak, i.e., (O(X)), as
a function of the relative size of the seed set, i.e., |X'|/N. The seed set
is selected according to some of the approximations described in the
text and listed in Table 5.3. The network analyzed is “High school,
2011.” Spreading dynamics is critical, with recovery probability u = 0
and A = A\.(u) = 0.037. (b) Same as in panel a, but for u = 0.25 and
A = A(p) = 0.057. (c) Same as in panel a, but for p = 0.5 and
A = A(pn) = 0.078. (d) Same as in panel a, but for ¢ = 1 and
A=A(p) =0.116. . . . . .
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Figure 5.5:

Figure 5.6:

Relative performances of methods for identifying influential
spreaders. (a) Performance, as defined in Equation 5.9, of the vari-
ous approximations listed in Table 5.3. Performance values are rela-
tive to those obtained for GR. The height of the colored bars indicate
average values of the relative performance over the set of the twelve
temporal networks studied, see Table 5.1. Error bars identify min-
imum and maximum values of the performance measured over the
entire corpus of real networks. We study different dynamical regimes
by selecting different spreading probability values while keeping the
recovery probability fixed at 4 = 0. (b) Same as in (a), but for
i =0.25. (c) Same as in (a), but for 4 = 0.5. (d) Same as in (a), but

Relative performances of methods for identifying influential
spreaders. (a) Same as in Figure 5.5(a) with the difference that the
ground-truth dynamics is started at time t = 3 instead of time ¢ = 1.
Predictions using the GR®, FL® and AD-F® approximations are
based on perfect knowledge of the network topology/dynamics, but
under the assumption that spreading starts at time ¢. (b) Same as in
(a), but for p = 0.25. (c) Same as in (a), but for 4 = 0.5. (d) Same

asin (a),but for p=1. . . . . ...
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Figure 6.1:

Figure 6.2:

Violation of the necessary conditions for the submodularity
of the influence function on temporal networks. For simplic-
ity, we consider the deterministic case of the SIR model where the
probabilities of infection and recovery are A = p = 1. (a) We display
four possible scenarios for the marginal gain of adding node v to sets
A and B, where A = {z},B = {z,y},v = z. The cases are sepa-
rated on the basis of the marginal gains being negative or not. The
marginal gains in the four scenarios are: (i) O4(v) = 1,05(v) = 2,
(i) Oa(v) = 1,05(v) = —1, (iii)) O4(v) = —1,05(v) = 0, (iv)
O4(v) = —2,05(v) = —1. The inequality 6.8 is violated in (i), (iii),
and (iv). (b) A counter-example for the submodularity of the influ-
ence function. Let A = {z},B = {z,y},v = 2. Green circles denote
nodes in the susceptible state, red squares denote nodes in the infected
state, and yellow triangles denote nodes in the recovered state. (c)
A counter-example for the vy-weakly submodularity of the influence
function. Let A= {w},B={x,y,2}. . .. ... .. ... ..
Blocking paths of future infections with additional seeds.
We display a toy network where increasing the number of seeds have
catastrophic effects on the outbreak size of the spreading process. For
simplicity we consider the deterministic case of the SIR model where
the probabilities of infection and recovery are A = p = 1. Setting
node 1 as the only seed of the process leads to maximum spread
in the network, i.e., O({1}) = 1. However, adding another node
1 > 1, except for node N, to the seed set generates a reduction in the

influence function, i.e., O({1,i}) =4¢/N. . . . .. .. ... ... ...
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Figure 6.3:

Figure 6.4:

Violations of the submodularity condition on temporal net-
works. (a) We display the frequency of violations of the diminishing
returns inequality, i.e., g as defined in Equation 6.10, on random syn-
thetic networks of size N = 4 as a function of the SIR parameters \
and p. In the computation of Equation 6.10, the sets A and B, and
node v are selected randomly with |A| =1, |B| =2, and A C B. The
simulations are run on a network with N = 4 and 7' = 3, and all
possible configurations with this specific parameters have been used
for the experiments. (b) Same as in panel (a), but only on a ran-
dom temporal networks with N = 100,7 = 10, £ = 5, and r = 1.
Results are averaged over 50 networks. The dashed black line shows
the critical threshold values A.(u) averaged over 10 networks. (c)
Same as in panel (a), but for the real-world temporal network “High
school, 2012.” The dashed black line shows the critical threshold val-
ues A.(u). (d) Same as in panel (a), but for the real-world temporal
network “Hypertext, 2009.” . . . . . . . . . .. ... ... ... ...
Violations of the submodularity condition in synthetic tem-
poral networks. In all panels, unless stated otherwise, we con-
sider 10,000 networks composed of N = 200 nodes, average degree
k = 5, total number of temporal layers 7' = 10, and probability of
edge shuffle between consecutive layers » = 0.2. SIR parameters are
A= p =1.00. (a) We display g in Equation 6.10 as a function of N.
(b) We display g as a function of T" for different values of N. (c¢) We

display g as a function of k. (d) We display ¢ as a function of r.
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Figure 6.5:

Figure 6.6:

Figure 6.7:

Violations of the submodularity condition in synthetic tem-
poral networks. Frequency of violations of the inequality 6.8 on
synthetic network models with N = 100,7 = 10,k = 5 unless stated
otherwise, and SIR parameters A = p = 1.00. (a) g in Equation 6.10
as a function of N. Results obtained for » = 1.0 (black curve) are
compared to the results obtained when layers in the temporal network
are created independently (red curve). (b) We display ¢ as a function
of T. (c¢) We display ¢ as a function of k. . . . . ... ... ... ..
Violations of the condition for marginal gain in synthetic
temporal networks. Frequency of marginal loss cases with random
seeds on random temporal networks for N = 100,77 = 10,k = 5
unless stated otherwise, and SIR parameters A = p = 1.00. (a) g in
Equation 6.11 as a function of N. (b) We display g as a function of
T. (c) We display g as a function of k. . . . . . . . ... .. ... ..
Violations of the condition for marginal gain in synthetic
temporal networks.We measure the frequency of violations of the
condition of marginal gain for the influence function using g as defined
in Equation 6.11. We analyze random temporal networks composed
of N = 100 nodes and T = 10 layers. We consider different values
of the average degree k, and of the SIR parameters A and p. In
the estimation of Equation 6.11 we select A and v randomly, and we
average over R = 40 instances of the SIR model. We further take the

average over 50 temporal networks. . . . . . ...
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Figure 6.8:

Figure 6.9:

Violations of the condition for marginal gain in synthetic
temporal networks under greedy selection. We measure the
frequency of marginal losses using g as defined in Equation 6.11 on
random temporal networks for different sizes of A. In all panels,
unless stated otherwise, we consider networks composed of N = 100
nodes, T' = 10 layers, and average degree k = 2.5. (a) We display g as
a function of N. (b) We display ¢ as a function of T. (c¢) We display
gasafunctionof k. . . . . . ..o
Violations of the condition for marginal gain in real-world
temporal networks. We measure the frequency of marginal losses
using ¢ as defined in Equation 6.11 on the real-world temporal net-
works listed in Table 5.1. Results are displayed as full black curves.
Labels of the various panels reflect those appearing in the table. The
SIR parameters are A = p = 1.00, so that R = 1 in Equation 6.11. We
select A and v randomly 10, 000 times, and display the average value
of the violation of marginal gains. The red dashed curves represent
the frequency values when seeds are selected according to greedy op-
timization. Each panel corresponds to a real-world temporal network:
(a) Email, dept. 1; (b) Email, dept. 2; (¢) Email, dept. 3; (d) Email,
dept. 4; (e) High school, 2011; (f) High school, 2012; (g) High school,
2013; (h) Hospital ward; (i) Hypertext, 2009; (j) Primary school; (k)
Workplace; (1) Workplace-2. . . . . . . . ... ... L.
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Figure 6.10: Optimal selection of influential spreaders in temporal net-

Figure A.1:

Figure A.2:

works. (a) We display the influence function of Equation 6.6 as a
function of the size of the set of influential spreaders &X'. Different
methods for the identification of the influential spreaders are used,
either brute-force search (black), greedy optimization (red) or ran-
dom selection (blue). We also display the 1 — 1/e bound from the
brute-force solution (green). Results are valid for a random temporal
network composed of N = 200 nodes, T' = 10 layers, and average
degree k = 1.5. SIR parameters are A = p = 1.00. (b) Same as in
(a) but for A = 0.25 and g = 0.50. (c) Same as in (a) but for the
real-world temporal network “High school, 2012.” (d) Same as in (c)
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Figure A.3:

Figure A.4:

Overall performance and overall precision of methods for
the identification of influential spreaders in real networks.
Results are based on the systematic analysis of the corpus of 100 real-
world networks. We consider the analysis for three distinct regimes
of spreading: (a) A = 0.5\, (b) A = 2\, (¢) A = 2\.. Each point
in a panel corresponds to a single method. Every method is used to
identify top T'IN nodes as spreaders with 7" = 0.10. Methods are char-
acterized by the metrics of performance defined. Both metrics relate
the performance of a method m to the performance of greedy algo-
rithm. Overall performance (g,,) shows the outbreak size of a method
m relative to the outbreak size from greedy algorithm. Overall preci-
sion (p,,) quantifies the overlap between the seed sets identified by a
method m and greedy algorithm. . . . . . ... ... ... ... ...
Overall performance and overall precision of methods for
the identification of influential spreaders in real networks.
We use V") as the main measure of performance. Results are based
on the systematic analysis of the corpus of 100 real-world networks.
We consider the analysis for three distinct regimes of spreading: (a)
A = 05X, (b) A = 2)., (¢c) A = 2\.. Each point in a panel corre-
sponds to a single method. Every method is used to identify top T'N
nodes as spreaders with 7" = 0.05. Methods are characterized by the
metrics of performance defined. Both metrics relate the performance
of a method m to the performance of greedy algorithm. Overall per-
formance (g,,) shows the outbreak size of a method m relative to the
outbreak size from greedy algorithm. Overall precision (p,,) quanti-
fies the overlap between the seed sets identified by a method m and
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1 Introduction

Every day, new pieces of information disseminate in social networks (3-7). Only a very small
portion of them become widespread, while the others disseminate to a vanishing portion of
the network and die out. What factors decide whether a piece of information will be viral or
be able to reach only a few people? Many studies show that the quality of the information
has an important affect on how far information will spread (3, 8). In models of information
spreading, quality is typically quantified as the probability of spreading along an edge in
social networks. However, the spreading probability is not the only determinant for the
virality of a piece of information. The seed nodes where the information originates from are
important too. Intuitively, a spreading process that starts from central nodes is expected
to reach many more nodes compared to a spreading process that starts from peripheral
nodes. Central nodes have many direct connections, which help the dissemination. On the
other hand, peripheral nodes typically have only a few neighbors, meaning that the spreading
process will have only a few chances to spread from the seed nodes to their neighbors, limiting
the size of spreading, thus making the process much less likely to become widespread.

The problem of finding the best seed set that maximizes the outbreak size of a spreading
process is called the influence maximization problem. In its most traditional form, the
problem consists of finding a fixed number of seeds on a static network. It is also assumed
that there is complete knowledge on the network topology and of the spreading dynamics.
The function to optimize in influence maximization is the average value of the outbreak size
for a fixed size of the seed set. The size of the seed set is a small fraction of the network
size because in real-world applications the resources are typically limited. The influence
maximization problem is NP-hard, effectively meaning that optimal solutions cannot be
found except for very small systems. In its traditional form, the optimal solution to the
influence maximization problem can be approximated using a greedy optimization method

with an optimality gap of 1 — 1/e (9). The optimality gap comes from the fact that the



influence function is submodular. The greedy optimization uses information on both the
topology of the network and the spreading dynamics, and it is the state-of-the-art method
to solve the influence maximization problem. However, its applicability is limited by its
high computational complexity. Some other methods, called heuristic methods, can be used
to lower the computational burden for a trade-off with solution accuracy (10). Heuristic
methods rely only on the knowledge of network topology to find seed nodes. They are much
faster than greedy optimization, but provide worse solutions. The quality of the solutions
they provide is an important point to investigate, as it can answer the necessity of using
greedy optimization.

There are other experimental setups in which one can analyze the influence maximization
problem. One of the strongest assumptions is that there is full knowledge of the network
topology and of the spreading dynamics while solving the influence maximization problem.
This assumption might be unrealistic in some cases (11-17), and methods to overcome these
limitations are necessary. Also, the influence maximization problem on static networks has
been widely studied in the literature (9, 18-22). However, many real-world networks are not
static, they change in time (23). Studying the influence maximization problem on temporal
networks is another necessary improvement for its applications in real-world scenarios.

In this thesis, we focus on the problem of influence maximization. We answer the ques-
tions asked above about the effectiveness of greedy optimization and heuristic methods, and
the effect of incomplete knowledge of network topology and spreading dynamics on the so-
lutions to the influence maximization problem. Finally, we study the problem of influence
maximization on temporal networks.

This thesis consists of 7 chapters. After the introduction in Chapter 1, we introduce
general methods used throughout the thesis in Chapter 2. These methods include defin-
ing complex networks, both static and temporal, introducing spreading models, defining
the implementation and application of the influence maximization problem, and presenting

methods used to find influential spreaders in complex networks. In the following 4 chapters,



we show the results of our studies. In Chapter 3, we present the results on our study of
heuristic methods and their performances compared to greedy optimization on a big corpus
of networks. We also introduce hybrid methods, which combine several heuristic methods
and increase their performance (24). In Chapter 4, we present the results of our study on
the effects of noise in network topology and spreading dynamics in influence maximization
(25). In Chapter 5, we introduce the study of influence maximization on temporal networks
(26). We present the effectiveness of the greedy algorithm in this non-traditional setting,
and compare it to several approximation methods. In Chapter 6, we present the results
of our analysis on the submodularity property of the influence function in the context of
influence maximization on temporal networks (27). Finally, in Chapter 7, we conclude the

thesis. Supplementary material is reported in the appendices.



2 Methods

2.1 Complex networks

An undirected network G = (V| E) is composed of two sets: V' is the set of nodes, and E
is the set of edges. Nodes represent the entities in the network, and edges represent the
interactions between those entities. The edge between nodes ¢ and j is denoted as (7,j). A
connected component in a network is a subset of nodes such that there exists a path between
every pair of nodes in the subset. The connected component in the network that has the
largest number of nodes is called the largest connected component.

Networks are commonly represented with an adjacency matrix A, such that

1if (i,j) € E
0if (i,5) ¢ E.

Since the network is undirected, we have A;; = A;;.

2.1.1 Static networks

A static network is the simplest type of complex network. The topology of a static network
does not change with time. Nodes do not leave the network or new nodes do not emerge,
edges do not appear or disappear. The small/medium sized real-world static networks we use
in this thesis are shown in Tables A.1-A.3. The sizes of networks range from 100 to 30,000
nodes, and their densities vary between 0.0001 and 0.25. They are from different domains, we
have 63 social, 16 technological, 10 information, 8 biological, and 3 transportation networks.
We also use a small corpus of large real-world networks, shown in Table 3.1. These networks

range in size from 50,000 to slightly more than 1,000,000 nodes.



2.1.2 Temporal networks

Besides static networks, the interactions between nodes can also be represented as temporal
networks, given that there is a time component. For example, a road network representing
the connections between several points in a city will be better represented as a static network.
However, if one considers the interactions between students in a school (28, 29), the timing
of interactions can give important information about the dynamics. Such a system can be
represented in a more detailed way without losing the time dimension using a temporal

network.

t t+1

Figure 2.1: A simple temporal network. A toy example of a temporal network where
the time stamps of edges are also presented.

For example, let us examine the toy network shown in Figure 2.1, where node w interacts
with node = at time ¢, and node z interacts with node y at time t 4+ 1. If we disregard the
time stamps and take this network as a static network, it would suggest that an information
in node y can travel to node w, because there is a path through node z. However, if we
take the timing of interactions into consideration, we can see that such a path does not exist
because the interaction between = and y happens later in time. This simple example shows

that losing the time dimension of a network data can result in different outcomes, meaning



the information on the timing of interactions can be crucial for the outcome of a dynamical
process happening on a network.

A temporal network can be represented as G = (V| E). The edges in such a network are
represented using (i, j,t), where i, j € V and t represents the time of interaction between i
and 7.

The modeling scheme we follow in this thesis for temporal networks is a common one
(23, 30, 31). Given the set of edges F, we slice the set of edges into time windows of
equal length WW. In a single time window, we aggregate all interactions to form a static
network. Multiple interactions between two nodes in the same layer are represented as a
single unweighted edge. Applying the aggregation to all the time windows gives T' layers,
and these layers in the given order represent the temporal network. All layers have N nodes,
even though some nodes might have no interactions in certain layers. An example of a
temporal network represented with layers of static networks is given in Figure 2.2. In Table
5.1, we present the real-world temporal networks we use in this thesis. These are small-sized
temporal networks with the largest network having slightly more than 300 nodes. They
consist of multiple layers, representing the changing nature of interactions in the network.
In some networks, interactions correspond to physical proximity contacts, and in others the

interactions correspond to emails exchanged between people.
I I
e . O _0 0
| |
| |

>

Figure 2.2: Representation of a temporal network. A toy example of a temporal
network represented as layers of static networks. In each layer, the set of edges E can
change, but the nodes stay the same. The time moves from left to right.



2.2 Spreading models

In real-world networks, we observe spreading of different phenomena, such as diseases (32,
33), information (8, 34), and misinformation (4, 5). In order to analyze the spreading
behavior on networks, researchers have proposed different models, such as the Susceptible-

Infected model and its variants (32), and the Linear Threshold model (LTM) (9, 35, 36). In

the following sections, we introduce the spreading models that we made use of in this thesis.

2.2.1 Susceptible-Infected-Recovered model

In the Susceptible-Infected-Recovered (SIR) model (32), nodes can be in one of the three
states S, I, or R. At the beginning of the dynamics, all nodes are in state S except for the
nodes in the set of initial spreaders X', which are in state I. At each step of the model, nodes
in state I infect their neighbors in state S with probability A, and nodes in state I recover
by changing their state from I to R with probability u. Once a node recovers, it does not
participate in the spreading dynamics anymore. When there are no nodes left in state I,
the dynamics stop and the number of nodes in state R give the outbreak size. This model
is stochastic unless A\, € {0,1}. In order to account for the stochasticity, the results are
obtained by averaging over multiple realizations of the model for a given initial condition.
Using a mean-field approximation, we can define the probability of each node being in
the states S, I, and R at any given time step. We can use the following equations to calculate

these probabilities:

1= - R - TLa )] )
J
and

R = RV 4 Y (2.3)
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In the above two equations, IZ»(t) and RZ@ represent the probability of node i being in state

I or R at time ¢ respectively. Si(t) can be found trivially since SZ-(t) + Ii(t) + Rl(t) = 1. Given an



initial spreader set X, [2(0) = 1foralli € X and SZ»(O) = 1fori ¢ X. Equation 2.2 means that
for a node to be in the infected state at time ¢ there are two options: Either it was infected
previously and did not recover at time ¢ — 1, or it was susceptible and was infected by one
of its infected neighbors at ¢ — 1. Equation 2.3 means that for a node to be in state R at

time ¢, it either had to be in state R at time ¢ — 1 or it was in state I and recovered at t — 1.

2.2.2 Susceptible-Infected-Recovered model on temporal networks

The spreading dynamics on temporal networks have a very important difference from the
dynamics on static networks. Spreading happens between nodes through edges, and edges
in static networks are ever-present. However, by their nature, temporal networks have edges
that appear at certain periods and then disappear. This difference needs to be considered if
a spreading model used on a static network were to be used on a temporal network.

Due to the reasons mentioned above, we use an SIR model that is adapted to temporal
networks. We again have three states, S, I, and R, and two parameters A and p. We have a
temporal network similar to the one presented in Section 2.1.2. Starting from the first layer
we have initial spreaders in state I and all the other nodes are in state S. Furthermore, we
assume that one time unit in the spreading process to be equal to one time unit of network
evolution. This means that in the first layer, nodes in state I will try to infect their neighbors
in state S, and will succeed with probability A. After that, the nodes that attempted to infect
others will recover and change their state to R with probability p. This step is the same as
in the original SIR model. However, after the infection and recovery attempts, we will move
to the second layer before nodes attempt any further infections and recoveries. This is the
point where temporality is introduced into the model. The model stops either when there are
no nodes left in state I, or when the infection reaches the last layer in the temporal network.
The second condition is another difference between the SIR model for static and temporal
networks. In temporal networks, there is a time limit for interactions because they will end

at some point, which will be the last layer of the temporal network. The total number of



nodes in state I and R at the end of the spreading dynamics gives the outbreak size. A toy

example of SIR model applied on a temporal network can be seen in Figure 2.3.

t=0 t=1 t=2 t=3
B AN : VNS A
®@ & ® H | Hm -

Figure 2.3: SIR model on temporal networks. Green circles represent susceptible nodes,
red squares represent infected nodes, and yellow triangles represent recovered nodes. We set
A =1and ;= 1. Node w infects node x in t = 0, and then recovers. After that the network
changes and spreading dynamics happen on t = 1 for a single step again, i.e., node x infects
node z and then recovers. The spreading dynamics stops when it reaches ¢t = 3.

Similar to Equations 2.2-2.3, a mean-field approximation can be made:

)

19 =1 =™+ (1- 1Y — RV {1 o | (LR V) fia)) (2.4)
J
and

RY = R 4y f=Y (2.5)
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The only difference in Equation 2.4 compared to Equation 2.2 is the term A;; in Equation
2.2, which is replaced with the term qu) in Equation 2.4 as the adjacency matrix is time
dependent and can change from one layer of the temporal network to the next. Equation

2.5 is the same as Equation 2.3.

2.2.3 Independent cascade model

The Independent Cascade model (ICM) (9, 37) is a special case of the SIR model. In ICM, p
is set to 1. This means that at a given time step, a node in state I tries to infect its neighbors
in state S with probability A, and then recovers immediately by changing its state from I to

R. A simplified version of Equations 2.2-2.3 can be written by setting u =1, i.e.,



[i(t) —(1- [i(tfl) _ R(t—l)) [1 _ H (1- )\Aji[](tl))] (2.6)

)

J
and

RY = R 4 =1 (2.7)

) i

Equation 2.6 tells that a node that is in state I at time ¢ has to be in the susceptible
state at time ¢t — 1 and infected by one of its neighbors in state I. Equation 2.7 means all

nodes in states I and R at time ¢t — 1 will be in state R at time ¢.

2.3 Influence maximization

In a complex network, the spreading probability is an important determinant in terms of
the outbreak size at the end of dynamics. For example, in an SIR model, if we have A =
1, all nodes reachable from the initial spreaders will be infected. However, the spreading
probability is not the only important factor on the spreading in a network. The positions
of the initial spreaders are also important. Intuitively, if central nodes are selected as initial
spreaders, the outbreak will reach many more nodes compared to initial spreaders selected
among peripheral nodes. This intuition suggests that finding a good set of initial spreaders
is also important if one wants to spread a piece of information in a network to as many nodes
as possible.

The problem of selecting the initial spreaders that will maximize the outbreak size is called
the influence maximization problem. Traditionally, the problem is formulated as finding a
set X' of initial spreaders called the seed set, where the size of the seed set |X| is fixed, such
that the average value of the outbreak size is maximized for the given infection probability

A and recovery probability p. This can be expressed as

X = arg rjlg‘}}<0(“4)> (2.8)

where (O(A)) is the average outbreak size of seed set A, whose size is fixed. The problem
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was first formulated by Domingos and Richardson (38). It was later generalized by Kempe
et al. (9), who also showed that the problem is NP-hard, meaning it can be solved optimally

only for small networks and small seed set size |X| in practice.

2.3.1 Critical threshold

The solutions for the influence maximization problem are dependent on \ and p. For now,
let’s assume that we have ICM as the spreading model, i.e., SIR model with 4 = 1. In
this case, if we set A = 1 or A = 0, the solutions are trivial. Assuming that we have a
connected network, in the former, no matter which nodes are in the seed set X', the outbreak
will reach to all nodes. In the latter, the outbreak size will be exactly equal to |X| as no
further infection is possible, and this does not depend on the identities of nodes in X'. In
these two extreme scenarios, the uncertainty of the prediction of the outbreak size is zero.
The prediction of performances for different sets of X’ is non-trivial when the uncertainty of
the outbreak size is maximal. The point where this value is maximal is called the critical
threshold value A, (more specifically, it can be denoted as A.(u) since it is a function of
). Due to the non-triviality of the solutions to the influence maximization problem, we do
most of our analysis at criticality unless we say otherwise. We call the point of criticality,
i.e., A = A, the critical regime. When we have A < \., we call this the subcritical regime,
and A > ). is called the supercritical regime.

In order to find the critical threshold of a static network, we rely on the mapping between
bond percolation and ICM (39), and apply the Newman-Ziff algorithm (40, 41). The algo-
rithm starts from a configuration with no edges. After that, each edge is selected randomly
and added to the network until all edges are added back to the network. During this process,
the size of the largest connected component C(p) is monitored as a function of p, where p
is the fraction of edges added to the network, called the bond occupation probability. The

process is repeated R times because the algorithm is stochastic. The percolation strength
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P, and the susceptibility S are estimated as

Palp) = — 3 C(p) (2.9)
NR

(1/N2R) Y00 Cr(p)? — Poo(p)?
Py (p)

S(p) = (2.10)

where N is the number of nodes in the network, and C..(p) is the size of the largest connected
component in the 7" realization for a given bond occupation probability p. The estimation
of the critical threshold value A. is made by determining the p value where susceptibility

reaches its maximum value, i.e.,
Ae = argmax S(p). (2.11)
P

The Newman-Ziff algorithm is used for finding the critical threshold in static networks.
For temporal networks, a similar approach is used to find the critical threshold. Starting
from each node in the first layer of a temporal network, SIR model is run to estimate the
outbreak size for given A and p values. This process is repeated multiple times due to its
stochastic nature. For a given u value, the critical threshold A.(u) is estimated by finding
the A value which maximizes the ratio of standard deviation and average of the outbreak

size as

\/ SN (Oru()—=05,,)?
N

OA,M

Ae(p) = arg max (2.12)

— N .
where O, , (i) is the outbreak size of node ¢ for given A\ and p values, and O, , = M

2.4 Methods for identifying influential spreaders

In the previous sections, we have established that both A\ value for a given u, and the
set of initial spreaders X are important factors in the spreading dynamics. The influence

maximization problem is maximally non-trivial to solve at criticality, thus we set A = A..
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However, the question of finding the nodes of the seed set X is still open. There are many
methods proposed in the literature to identify influential spreaders in complex networks.
Some rely on optimization methods (42-55), while others rely on heuristic methods (56—
79) that use the topology of networks. In the following sections, we present some of these

methods that we have used in this thesis.

2.4.1 Submodularity and greedy optimization

In their work, Kempe et al. (9) have shown that the problem of influence maximization is
NP-hard. In the same paper, they also show that greedy optimization is guaranteed to find
solutions at worst 1 — 1/e ~ 63% of the optimum. This result applies for the SIR model and
LTM on static networks. The optimality guarantee comes from the fact that the influence

function for SIR model is submodular. A function is submodular when the inequality

f(AUv) = f(A) = f(BUv) — f(B) (2.13)

holds VA, B,v such that A C B C V, v € V, and f is the influence function. In simpler
words, for any set B and any of its subsets A, the increase in the outbreak size by adding
node v to set A has to be at least as big as the increase in the outbreak size by adding node
v to set B.

Given a submodular influence function, the greedy optimization can be used to find
solutions that are at most 63% away from the optimum. Let X, = {x1,2s,..., 2} be the
seed set identified by the greedy algorithm at stage k. We initialize X = (). Then, for k > 0,

x}, is selected using

xp =arg max f(X_1 Uv). (2.14)

vEX 1
In other words, the set X is built by selecting the node that gives the maximum marginal

gain of outbreak at each step. At each stage, the influence f(Xy_1 Uwv) of nodes v ¢ Xy
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is numerically estimated using independent simulations. The necessity to recalculate the
marginal influence of each node at each step causes the algorithm to have a high computa-

tional complexity, which scales cubically with the number of nodes.

2.4.2 Bond percolation

The greedy optimization proposed in (9) requires calculating the marginal spreading of each
node v ¢ Xj,_;. This calculation has to be repeated after adding a node to the seed set
since the marginal outbreak of each node could change. This creates a high computational
burden, which some methods try to decrease using different approaches (19). One of those
methods has been proposed by Chen et al. (18). Their proposed algorithm makes use of the
direct mapping between bond percolation and SIR (39). For the ICM, the algorithm works
as follows. First, multiple instances of bond percolation are created for a given spreading
probability A\. This means that in an instance, each edge exists with probability A. After
creating the bond percolation instances, the influence of each node is estimated. The in-
fluence of a node in a single instance is equal to the size of the cluster it belongs to. This
is because since each edge exists with probability A, the existing edges in an instance can
be interpreted as successful carriers of the spreading (if an edge is not present in a bond
percolation instance, this means the spreading did not pass through that edge). In order to
estimate the expected influence of a node in the network, we take the average of its cluster
sizes over all bond percolation instances. Once the influence of each node is estimated, the
node with the largest expected influence can be selected as the first seed. This first step
requires a similar amount of computation as the simple greedy algorithm. However, to select
the seeds after the first one, the same bond percolation instances can be used to decrease the
amount of computation necessary. In order to select the second seed (and seeds after that),
we remove the clusters that the previous seed belonged to in the bond percolation instances.
Now, we can calculate the marginal influence of each node, i.e., influence of a node when

added on top of the seed set, by taking the average of the sizes of clusters the node belongs
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to. The seed set can be filled by repeating this procedure. This method of using the same
bond percolation instances to select multiple seeds makes the algorithm faster than simple

greedy algorithm without any loss of accuracy.

2.4.3 Greedy optimization on temporal networks

The greedy algorithm provides solutions with an optimality guarantee in static networks
when the spreading model is the SIR model. The same algorithm can be used for temporal
networks, as the algorithm does not depend on the characteristics of edges or nodes to be
implemented. However, when we use the network representation presented in Section 2.1.2
and the spreading model in Section 2.2.2, the influence function is no longer submodular,
meaning there is no optimality guarantee on the performance of greedy algorithm. An
example proving that the inequality in Equation 2.13 does not always hold in temporal
networks is shown in Figure 2.4.

Figure 2.4 means that greedy algorithm does not have a performance guarantee when
used in the given setting. However, it can still be used without an optimality guarantee, and

its performance can be assessed and compared with other methods.

2.4.4 Heuristic methods

The optimization methods mentioned in the previous sections use information on the topol-
ogy of the network and the spreading dynamics. There are also methods to find influential
spreaders, using only the topological information of the network. Such methods are called
heuristic methods. In general, these methods work by defining a measure, calculating this
measure for each node, and selecting the top |X’| nodes that have the maximum value for
the measure.

Degree (D) - An example for a widely used heuristic method is the degree centrality. In

this method, each node is assigned a score that corresponds to the number of neighbors it
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Figure 2.4: Violation of the submodularity condition on temporal networks. A
toy example showing the violation of the inequality in Equation 2.13 in temporal networks.
For simplicity, we consider a deterministic case of the SIR model with parameters A = u =
1. Let A = {z},B = {z,y}, and v = z. Green circles represent susceptible nodes, red
squares represent infected nodes, and yellow triangles represent recovered nodes. We have
the outbreak sizes in each panel as f(A) =3 in (i), f(B) =4 in (ii), f(AUwv) = 2 in (iii),
and f(BUwv) =4 in (iv), thus violating the condition for submodularity.
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has. Formally, we can define the degree centrality of a node 7 as

D(i) = ZAU (2.15)
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where A is the adjacency matrix of the network and A;; is defined as in Equation 2.1.

Adaptive degree (AD) - Chen et al. (18) have proposed a variant of degree centrality,
called adaptive degree. In adaptive degree, after adding a node to the set of seeds, it is
removed from the network and degrees are calculated again to select the next spreader. This

is repeated until the set is filled. The adaptive degree of a node ¢ at step k£ can be defined as

ADi(i) = Y Ay (2.16)
JEXe—1
where Xj_1 is the seed set at step k£ — 1.
Betweenness (B) - Nodes that are connecting different clusters in a network can also have
important structural roles. Betweenness centrality (80) is designed to find such nodes in a
network. It is defined as the fraction of shortest paths that a node lies on. Formally, the

betweenness centrality of node ¢ can be defined as

, o2
B(i)= > Z10) (2.17)
- Ok
ik
iZitk
where o), is the number of shortest paths between two nodes j and k, and o;(¢) is the
number of shortest paths between j and k that pass through node <.
Closeness (C) - Besides nodes that act as bridges between communities, nodes that are
close to all other nodes can also play an important role in the dynamics of a network. The
idea is if a node is the closest one to all the other nodes on average, the effort to reach other
nodes is minimal in the given network and thus can be effective in spreading processes. The

average of shortest paths from node ¢ to all the other nodes in a network gives its closeness

centrality (81), and it is defined as

N -1

R S

(2.18)

where NN is the number of nodes in the network, and d;; is the length of the shortest path
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between nodes ¢ and j. Closeness centrality is actually defined as the reciprocal of average
shortest path, in order to have higher values indicating nodes that are closer to all the other
nodes.

Eigenvector (E) - The degree centrality indicates how many nodes can directly be reached.
One important point it does not take into account is the structural importance of the neigh-
boring nodes. Eigenvector centrality (82) is proposed to take this aspect into account. The
idea is that if the neighbors of a node are structurally important nodes, then the node itself
will also be important as it can directly affect its neighbors. The eigenvector centrality of a
node can be found by solving

Az = \z (2.19)

for the largest possible value of A. The i** element in vector  gives the eigenvector centrality
of node i, i.e., E(i).

Katz (K) - A similar idea to eigenvector centrality is used for Katz centrality (83). Here,
the importance of a node relies on the importance of its neighbors. The centrality value of

node 7 is defined as

K@) = ozZAZ-jK(j) + 8 (2.20)

where « is a constant such that o < 1/A\,00, Admaz i the largest eigenvalue of the adjacency
matrix, and ( is a constant factor added to the initial centrality value for each node.
PageRank (PR) - In Katz centrality, the score of a node i is passed to all of its neighbors
regardless of D(i). Google’s PageRank (84) offers a solution to this problem by dividing the
score equally among the neighbors. PageRank is defined as

PR(i) = “TO‘ +a2%§;(]) (2.21)

J
where « is a constant generally set equal to 0.85.

Non-backtracking (NB) - Another centrality measure is the non-backtracking centrality
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(85). The non-backtracking centrality can be calculated using

AT-Z
M = (2.22)

I 0

where [ is the identity matrix, Z is a diagonal matrix with Z;; = D(i). For the largest
eigenvalue of matrix M, we solve to find its eigenvector x. The i element of vector = gives
the non-backtracking centrality of node i, i.e., NB(i). Note that |z| = 2N, but the last N
elements of vector x can be ignored for our purposes.

K-shell (KS) - In most networks, the nodes can be divided into two groups, those that are
in the core of the network and those that are at the periphery (86-88). A centrality measure
called k-shell is used to quantify the coreness of nodes in a network (56). The algorithm
recursively removes nodes with degree k at each turn, starting from k& = 1, until no nodes are
left with degree k. The nodes removed are assigned the k-shell value of k, i.e., KS(i) = k.
By incrementally increasing the k value, the scores are assigned to each node until all nodes
are removed from the network.

LocalRank (LR) - Another heuristic proposed is the LocalRank (89). Degree centrality
considers only the nodes that can be reached directly. The LocalRank measure considers a

wider area. Formally, it can be defined as
QW) =>_ DY (5)A; (2.23)

LR(i) = ZAUQ(]') (2.24)

where D@ (i) represents the number of nodes that can be reached in 2 steps from node 4.
H-index (H) - There are also other measures that have been proposed for different tasks,
which can be adapted to find influential spreaders in networks. Omne such example is the

H-index (90, 91). This measure has been proposed to quantify the quality of a researcher
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using the number of citations they received for each of their publications. It is defined as
the maximum value for h such that a scientist has A publications with at least h citations.
For networks, we can define a similar measure. Node i with H-index equal to h, H(i) = h,
would have at least h neighbors with D(j) > h. The H-index score of a node H(i) can be

defined as h maximized over
> A0 (D(j) —h+ 1) > h (2.25)
J

where O is the Heaviside function, which returns O(z) =1 if > 0 and 0 otherwise.
CoreHD (CD) - The problem of influence maximization has similarities with the optimal
percolation problem (92), even though they are not exactly the same problem (93). Because
of this similarity, it is natural to consider methods designed for optimal percolation to find
influential spreaders. One such method is called CoreHD (94). The method is very similar
to adaptive degree. In each step, the node with the greatest degree is selected as a seed,
removed from the network, and the degrees are recalculated. The only difference of CoreHD
from adaptive degree is that the input is not the whole network but its 2-core. The 2-core
of a network is extracted by removing all nodes that have a single edge until all nodes left
in the network have D(i) > 1. Formally, we can define the CoreHD score of a node i at step

k as

CD(i) = Y A (2.26)

(]
JEXk—1
where A=) is the adjacency matrix for the 2-core of the network.
Collective influence (CI) - Another method first proposed for the optimal percolation
problem is collective influence (92). This method is an adaptive method that takes into

account the nodes that can be reached from a node i in exactly [ steps (and not less). At a
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given time step k, the collective influence score of a node i is defined as

CIL(i) = (ADx()) = 1) Y (ADy(j) — 1) (2.27)

JeNW()

where N (i) is the set of nodes that can be reached in exactly [ steps from node i. When
[ =0, we have CI)(i) = ADy (i) — 1 Vk.
Explosive immunization (EI) - Last method used in this thesis is explosive immunization
(EI) (95), which relies on the explosive percolation concept proposed by Achlioptas et al. (96).
The algorithm starts with all nodes vaccinated, i.e., an empty graph. After that, at each
step, the node that is the most ‘harmless’ is added to the network. The idea is keeping the
largest connected component as small as possible. In order to find the most harmless node,
the algorithm uses two different approaches, one for below the immunization threshold g.
and one for above it. g. represents the smallest fraction ¢ of nodes vaccinated for which the
size of the largest cluster of susceptible nodes is zero as N — oo. Above ¢., a node is selected
such that the size of clusters to be connected is minimized. Below ¢, the goal is to find a
node that will connect as few clusters as possible. At the end of this algorithm, a ranking
of nodes is given, which can be used to create a seed set, consisting of the most ‘harmful’
nodes in the network.
Random (RN) - One final method to select the initial spreaders would be selecting them
randomly. This method can give a lower bound on the achievable performance. Any proposed
heuristic method should perform better than random selection, otherwise there is no reason
to use it as it will have a computational complexity at least as high as random selection.
In Figure 2.5, we show a simple network. We can use this to illustrate the calculations

of the introduced centrality measures, specifically for node x.

e D(z) = 3. Nodes w,y, and t are the neighbors of node z.

e ADy(z) = D(x) = 3 for k = 0. For k > 0, ADy(x) depends on which neighbors of

node z are in the seed set. For example, if only node w is in the seed set at step k = 1,
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then AD;(z) = 2. If node x is in the seed set itself, than ADy(x) is not defined.

B(z) = 3.5/6 = 0.58. Node z lies on the unique shortest paths between node ¢ and
all the remaining three nodes. There are two shortest paths between nodes w and z,
and node z lies on one of them. This makes the numerator of Equation 2.17 equal to
34 1/2 = 3.5. The denominator calculates the total number of shortest paths between

other nodes, which is 6 as there are 4 nodes other than node z.

C(z) = 4/5 = 0.8. The numerator in Equation 2.18 is equal to N —1 = 4. The
denominator is the sum of shortest path lengths from node x to all the other nodes.

We have dy,, = 1, dyy = 2, dp. = 1, and d,; = 1, thus the denominator is equal to 5.

E(x) = 0.56. Solving Equation 2.19 for the largest eigenvalue A, we find the

corresponding eigenvector.

K(x) = 0.49. Tterating over Equation 2.20 for o = 0.1 and § = 1.0, the Katz centrality

can be calculated.

PR(z) = 0.29. Iterating over Equation 2.21 for o = 0.85 PageRank value of a node

can be calculated.

NB(x) = 0.52. Solving for the largest eigenvalue A4, of the matrix in Equation 2.22,
the corresponding eigenvector can be found, of which the first N elements give the

non-backtracking centrality values.

KS(z) = 2. Node t is removed from the network in the first iteration as D(t) = 1.
All other nodes remain in the network. In the next iteration all nodes with D = 2 are

removed, which includes node z.

LR(z) = 18. In Equation 2.24, we have LR(x) = Q(w) + Q(z) + Q(t). Using Equation
2.23, we can calculate Q(w) = D@ (2)+D®(y) = 4+3 =7, Q(z) = D@ (2)+DP(y) =
443 =7 and Q(t) = D®(z) = 4, which makes LR(z) =7 +7+4 = 18.
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H(z) = 2. The maximum value that h can have is 2. Node x has 2 neighbors with

D > 2, but does not have 3 neighbors with D > 3.

CDy(x) = 2 for k = 0, since node ¢ is not in the 2-core. For k > 0, it is the same as

calculating adaptive degree, but only for the 2-core of the network.

CI}(z) = 4 for k = 0. In Equation 2.27, we have ADy(x) — 1 = 2. The term for the
sum is equal to ADg(w) + ADy(z) + ADy(t) —3=2+4+2+1—-3=2. For k > 0, the

value for C'I}(z) depends on which nodes are selected as seeds.

CI}(z) = 2 for k = 0. In Equation 2.27, we have ADy(x) — 1 = 2. The term for the
sum is equal to ADy(y) —1=2—1=1. For k > 0, the value for CT?(z) depends on

which nodes are selected as seeds.

EI(x): The ultimate goal in explosive immunization is to break apart the network as
much as possible. If node x is removed first, the network will have 2 components. If
any other node is removed first, the network will remain connected. Thus, node x will

be the first node in the ranking.

In order to give an example for how the seed sets are created using heuristic methods, we

can use degree and adaptive degree. When we use degree, the first node selected will be node

x, since it has the largest degree. For the second seed, there are three options, nodes w, y,

and z. The tie is broken randomly, and one of these three nodes is chosen to be the second

seed. The third and fourth seeds will be the remaining two of the three nodes. The last seed

will be node ¢, as it has the lowest degree. There are six possible seed sets to be constructed

with degree centrality in this network, the first and last seeds are certain, but the ordering

of the middle three seeds is random. If we use adaptive degree for constructing a seed set,

the first seed will again be node z, since ADy = D. For the second seed, there is only one

option this time, because we have AD;(y) = 2, AD;(w) = AD;(z) =1, and AD;(t) = 0. For

the last three seeds, we will have a tie, which needs to be randomly broken. Thus, there are

23



six possible seed sets, where the first two seeds are certain, but the last three can be in any

D—(D)——)

order.

Figure 2.5: A simple static network. A toy network for illustrating the calculation of
introduced centrality measures.

In Figure 2.6, we show the reference performances of several methods introduced. The
optimal performance is achievable only using a brute-force search, i.e., trying every possible
combination for given seed set size |X'|. This is not possible as the number of combinations
will be very large. The optimal performance can be approximated with greedy optimization,
with a guarantee that the solution will be at worst 1 —1/e of the optimal solution. This gives
an upper bound on the performance of other methods. A random selection of nodes as seeds
gives a lower bound for other methods as any method proposed should give better solutions
than random selection. The worst case scenario is for O(X) = |X|, outbreak size of seed set
equal to the size of the seed set. This happens when seeds can not infect any other nodes in
the network. The area between the curves of greedy optimization and random selection is
where performances of other methods are expected to be. The goal is to be as close to the

curve of greedy optimization as possible.

2.4.5 Evaluating the performances of influential spreader identification methods

In order to evaluate the efficiency of solutions provided by a seed selection method, we need

a quantifiable measure. To decrease the dependence on the seed set size, rather than using
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optimal

1-1/e

greedy

outbreak size

random

slope=1

number of seeds

Figure 2.6: Reference performances of methods for identifying influential spread-
ers. A chart showing the expected performances of classes of seed selection methods. The
curve at the top is the highest possible performance using the optimal set of seeds. The
curve for greedy optimization shows the highest achievable performance in practice, which
is at worst 1 — 1/e of the optimal performance. The curve for random selection shows the
worst-case scenario, where the nodes in the seed set are selected randomly among the nodes
in the network. Finally, the curve with slope equal to 1 shows when there is no node-to-node
spreading, the outbreak size has to be at least as big as the size of the seed set. The grey
shaded area shows the potential performances of heuristic methods, the closer to the curve
of greedy optimization the better a heuristic method is.

the final outbreak size as a performance measure, we use the sum of outbreak sizes for

ve{l,...,|X|}, such that

¥

4n = > _(0(X2) (2.28)

v=1
where (O(X?)) is the average outbreak size of the first v seeds found by method m. Using
this measure, we then define the performance of a method relative to the performance of
greedy optimization. We choose greedy optimization as a baseline because it gives an upper

bound on the range of expected performance (see Figure 2.6). The relative performance of
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a method m can be expressed as

G = 2 (2.29)
qGR

where ggr is the performance of the seed set found by greedy optimization, i.e., Xgr), and
defined as in Equation 2.28.

An important note is that the spreading model used can be stochastic. This is also true
for seed selection methods, e.g., if there is a tie for the score of multiple nodes, it is broken
randomly. In the presence of stochasticity, the outbreak size O(XY) needs to be calculated
by averaging over multiple runs such that
(O(X?)) = liiZO’"(){(”’k)). (2.30)
m RE ’- m

1 r=1

where K and R are the number of runs to decrease the statistical fluctuations arising from
the stochasticity of the method and spreading model, and OT’(XT(,ZJ ’k)) is the outbreak size of
the first v nodes found with method m in the &% run for the seed selection method and r"

run for the spreading dynamic.
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3 Systematic comparison between methods for the detection of influential spread-

ers in complex networks

3.1 Introduction

Kempe et al. have shown that the influence maximization problem can be solved using greedy
optimization (9). The greedy optimization method uses information on the topology of the
network and the dynamics of spreading model. After the seminal work of Kempe et al. other
similar optimization techniques have been proposed with the main goal of increasing the
computational efficiency while keeping the accuracy of the algorithm the same with simple
greedy optimization (19, 97, 98). These optimization methods suffer from the limitation
of not being applicable to large networks, because they require knowledge of the spreading
model, which is often obtained through a large number of numerical simulations.

On large networks, heuristic methods can be used to find solution for the influence
maximization problem. There are many examples of heuristic methods in the literature
(10, 56, 99). Heuristic methods use information on the topology of the network, but they
neglect the information on spreading dynamics. These methods are generally much faster
than greedy optimization, but they also have lower effectiveness. The limitations of heuristic
methods are two-fold. First, they do not account for the combined effects of nodes, as the
seed set is built by combining the best individual spreaders, and their influence might over-
lap. Second, because they are pure topological methods and ignore the spreading dynamics,
heuristic methods lack sensitivity to the variations in the parameters of the spreading model.
Given the vast number of heuristic methods proposed in the literature to identify influential
nodes in networks, one important question is how different those methods are from each other
in terms of performance. Even more important, how far the performance of best heuristic
methods are from the optimum, or at least from the largest achievable performance provided
by the greedy algorithm? There is no clear answer for these questions in the literature, so

we decided to fill this gap of knowledge.
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In order to answer these questions, we report a systematic test on the performances of 16
heuristic methods and analyze their performances relative to an upper baseline found by the
greedy algorithm and a lower baseline found by random selection. We do our analysis on a
large corpus of 100 real-world networks, and quantify the performances of various heuristic
methods using ICM as the spreading model. We show that many heuristic methods achieve
comparable performances to greedy optimization. When 5% of nodes are selected as seeds,
best performing methods achieve a performance within 90% of the performance of greedy
optimization, meaning the room for potential improvement is small. We show that one
way to achieve better performances is by relying on hybrid methods that combine multiple
centrality metrics. We validate our results on hybrid methods on a small set of large-scale

real-world networks.

3.2 Methods
3.2.1 Networks

We use a corpus of 100 real-world networks, undirected and unweighted, to study the perfor-
mance of the heuristic methods. The networks in the corpus range in size from 100 to 30,000
nodes. These networks allow us to apply greedy optimization to find influential spreaders.
We consider networks from different domains. In total, our corpus consists of 63 social, 16
technological, 10 information, 8 biological, and 3 transportation networks. Further details
on the corpus of networks can be found in Tables A.1-A.3. Following the analysis on the
corpus of 100 real-world networks, we validate our findings on 9 large real-world networks,
ranging in size from 50,000 to more than 1,000,000 nodes. Details on the large networks are

provided in Table 3.1.

3.2.2 Spreading dynamics

We use the ICM to simulate the spreading process as explained in Section 2.2.3. Since the

model has a stochastic nature, all the results are obtained by taking the average value of 50
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Network ‘ N ‘ E ‘ Ae ‘ Ref. ‘ url ‘

Slashdot 51,083 116,573 | 0.0262 | (100, 101) | url
Gnutella, Aug. 31, 2002 62,561 147,878 | 0.0956 | (102, 103) | url
Epinions 75,877 | 405,739 | 0.0062 | (101, 104) | url
Flickr 105,722 | 2,316,668 | 0.0142 | (101, 105) | url
Gowalla 196,591 950,327 | 0.0073 | (101, 106) | url
EU email 224,832 339,925 | 0.0119 | (101, 103) | url
Web Stanford 255,265 | 1,941,926 | 0.0598 (107) | url
Amazon, Mar. 2, 2003 262,111 899,792 | 0.0940 (108) | url
YouTube friend. net. 1,134,890 | 2,987,624 | 0.0063 | (101, 109) | url

Table 3.1: Large-scale real-world networks. From left to right, we report the name of the
network, number of nodes in the giant component, number of edges in the giant component,
critical value A, of the spreading probability, references to studies where the network was
first analyzed, and the url where network data were downloaded.

independent numerical simulations for every given initial condition.

3.2.3 Methods for identifying influential spreaders

We consider 18 methods in total for identifying influential spreaders in networks. Each
method outputs a ranking from the most influential node to the least influential node. This
ranking is used to construct the seed set in a sequential manner. The computational com-
plexity of the various methods differ based on the input of information and the way this
information is handled for calculations. We report the computational complexity of each
method in Table 3.2, where we also classify the methods into four groups.

The first group, i.e., baseline methods, consists of greedy optimization and random se-
lection. The greedy algorithm (Section 2.4.1) is the best performing method available, thus
providing an upper bound on performance. For the greedy method, we rely on the algorithm
by Chen et al. as explained in Section 2.4.2. On the other hand, we use random selection to
have a lower bound on performance. This method ignores any available information on the
network and selects random nodes from the network to construct the seed set.

The remaining 16 methods to identify influential spreaders, which are presented in Sec-

tion 2.4.4, are purely topological methods in the sense that they rely only on topological
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’ Group \ Method \ Abbreviation \ Complexity

Baseline Greedy GR cubic
i Random RN constant
Local Degree D linear
Adaptive Degree AD linear

Betweenness B quadratic

Closeness C quadratic

Eigenvector E linear

Katz K linear

Global PageRank PR linear
Non-backtracking NB linear

Adaptive NB ANB quadratic

k-shell KS linear

LocalRank LR linear

Int diat H-index H linear
HLEHIEEAte F e D CD linear
Collective Influence, ¢ =1 | CI1 linear

Collective Influence, ¢ = 2 | CI2 linear

Expl. Immunization EIl linear

Table 3.2: Methods for the selection of influential spreaders. We list basic details
of all the methods for the detection of influential spreaders in complex networks. FEach
row of the table refers to a specific method. From left to right, we report the full name
of the method, the abbreviation of the method name, and the computational complexity
of the method. Computational complexities reported in the table are obtained under the
realistic assumption that methods are applied to sparse networks where the number of edges
scales linearly with the network size. Methods are further grouped into different categories:
Baseline, local, global, and intermediate, depending on their properties.

information and not on dynamical information, such as the value of the spreading proba-
bility. These methods propose that the influence of a node is proportional to a centrality
metric.

We call the second group of methods used the local methods. The values for these
methods are computed relying only on information about their nearest neighbors. Degree
(D) and adaptive degree (AD) centralities belong to this group.

The third group includes global methods. The computation of these methods rely on

the complete knowledge of the whole network structure. Betweenness (B), closeness (C),
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eigenvector (E), Katz (K), PageRank (PR), and non-backtracking (NB) centralities belong
to this group. Additionally, we consider the adaptive variant of non-backtracking centrality
(ANB).

The fourth and final group consist of methods that rely on intermediate topological
information, such as the next nearest neighbors. K-shell (KS), LocalRank (LR), and H-
index (H) belong in this group. We also classify CoreHD (CD), collective influence (CI),
and explosive immunization (EI) in this group. These methods have been proposed for
the optimal percolation problem, which has a similar nature to the influence maximization

problem. We note that we consider two variants of CI with [ =1 (CI1) and [ = 2 (CI2).

3.2.4 Evaluating the performance of the methods

All methods for identifying influential spreaders are potentially subjected to statistical fluc-
tuations. This is because they may generate a different ranking at each run due to the
presence of ties, and the fact that these ties are broken randomly. In order to account for
these fluctuations, we run each method for R = 10 independent times. We indicate with
A the top tN nodes identified by method m in its r** instance on a network with N
nodes. For every ngf’r), we run the ICM 50 different times, and measure the average value
of the outbreak size O(X#f’r)). We repeat this procedure for every instance r of the method

and take the average value over R separate sets to calculate

R
v = % S o), (3.1)
r=1

In Figure 3.1, we show the relative size of the outbreak A% /N as a function of seed set
size t.
As a measure for the performance of the method m for identifying T'N top influential

spreaders, we calculate the area under the curve of Figure 3.1 up to a pre-imposed T" value
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Figure 3.1: Outbreak size as a function of seed set size. Relative size of the outbreak
as a function of the relative size of the seed set for an email communication network (1). The
relative measures are obtained by dividing the outbreak size and seed set size by the number
of nodes in the network. Relative measures allow us to compare results across networks
with different sizes. The outbreak sizes are calculated with ICM dynamics at the critical
threshold of the network, i.e., A = A.. Each panel in the figure includes the performances
curves of 4 different heuristic methods along with the curves of greedy (GR) algorithm and
random selection (RN). Similar plots for the same network for A = 0.5\, and A = 2\, can
be found in Figures A.1 and A.2.

@ _ 1 ! (t)
= dtv\ 3.2

As the size of the seed set is linearly dependent on the network size N, we can aggregate
results obtained over the entire corpus of real-world networks in order to find an average
performance of each method. Specifically, we set T = 0.05 for the main analysis. We also
report the results for T = 0.1 in Figure A.3. There is no significant difference observed
between the two different 7" values. Note that the problem of influence maximization is
meaningful mostly for small T', as the seeding on networks is performed on a small portion
of the system. We also perform the analysis considering V") as the main measure of per-

formance, and report the results in Figure A.4. We do not observe any significant difference
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from the results for qfnT) with 7" = 0.05.

As mentioned before, the greedy algorithm provides an upper bound on the performance
of other methods. We therefore use it to normalize the performance of the other methods.
We consider two metrics of performance. The first measure is based on the comparison
of outbreak sizes by a method m and by the greedy algorithm. In order to calculate this

measure, we compute

(T)

qm
gﬁnT) =M (3.3)
dor

where qg;% is the value from Equation 3.2 for the greedy algorithm. We evaluate the perfor-

mances relative to the greedy algorithm for each method over the whole corpus of networks.
We summarize the results in Figure 3.2, where we display the cumulative distribution of
this value. In order to obtain a single value for the performance of the method m over the
entire corpus of networks, we define (gT(nT )) as the average of the performance metric over all
networks in the corpus.

The second metric we use to evaluate the performance of the various methods is named
precision. This metric ignores the outbreak size and only focuses on the nodes identified
as initial spreaders by a method. In the context of influence maximization, this second
metric is not as important as the first one, since the only goal of influence maximization is
maximizing the outbreak size, regardless of the specific nodes selected. However, this metric
is useful for the characterization of the topological properties of the initial spreaders. For a
given network, we evaluate the frequency f,%T’i) of every node ¢ appearing in the set of top

T'N initial spreaders according to the method m over R = 10 runs. Then, we compute the

precision of the method m relative to the greedy algorithm as

N
1 : ;
(r — _~ E (Ty3) £(T)
P _TN p fm fGR : (34)

We note that Equation 3.4 can be used to calculate the self-consistency of the greedy
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Figure 3.2: Cumulative distribution of relative performance. Cumulative distribution
of the relative performance gg ) for T = 0.05. The metric of relative performance is defined
in Equation 3.3. The distribution considers all 100 networks in the corpus. The outbreak size
is calculated using ICM at criticality, i.e., A = A.. Similar plots for subcritical (A = 0.5).)
and supercritical (A = 2).) regimes can be found in Figures A.5 and A.6.

algorithm by setting m = G'R. This can be necessary because it is expected that p(GT]% <1
since there is stochasticity in the selection of spreaders made by the greedy algorithm. In

Figure 3.3, we display the cumulative distribution of the precision metric over the whole

corpus of networks. We define the overall precision (pg )) of the method m as the average

value of precision over the entire corpus. The overall precision value <pg )> tells us on average

how similar the nodes selected by method m are to those selected by greedy algorithm.

3.3 Results

3.3.1 Individual methods

Using the metrics defined above, we test various methods of identifying influential spreaders
with ICM dynamics over our corpus of real networks. Here, we remark that the identity
and performance of true influential spreaders depend on the spreading probability A of ICM,

thus the performance of seed selection methods needs to be evaluated for different values
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cumulative distribution

1.0
precision relative to greedy

Figure 3.3: Cumulative distribution of precision. Cumulative distribution of the pre-
cision metric p,(g ) for T = 0.05 as defined in Equation 3.4. The distribution covers all 100
networks in the corpus. Results for greedy algorithm are obtained for ICM dynamics at
criticality, i.e., A = A.. Similar plots for subcritical (A = 0.5\.) and supercritical (A = 2,)
regimes can be found in Figures A.7 and A.S.

of A\. The problem is maximally non trivial at A = \., so we focus our attention on ICM
dynamics at the critical threshold \., which we call the critical regime. Further, we consider
two regimes below and above criticality, subcritical regime at A\ = \./2, and supercritical
regime at A = 2.

The results of our analysis are summarized in Figure 3.4. Here, every method is used
to identify the top T'N nodes in the networks, with 7" = 0.05 and N being the number
of nodes in the network. In the figure, we represent each method m with the value pair
({gm), (Pm)). We remark that both metrics are relative to the greedy algorithm. By defi-
nition, (ggr) = 1, but self-consistency of greedy algorithm is (pgr) < 1, meaning there is
some variability in the seed sets identified by greedy algorithm. This variability is due to
the existence of quasi-degenerate solutions, i.e., different sets of seeds with similar outbreak
sizes. Also, the statistical fluctuations from the stochasticity of the greedy algorithm might

be exacerbating the degeneracy of solutions. The other important reference point is given by
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random selection. By definition, we have (pry) =~ T = 0.05. (grn) values strongly depend

on the dynamical regime.

=105 1.0f p 10f v e+ m ¢

(@) * R % ANB

‘D X * » D < K

O .‘;" X AD A LR *

o A B & H

a 0.5 +® 0.5¢ k‘ 0.5 &« ¢ o &

— é + E cD

z : ' ChoL

o 0 v °

>

©0.0 0.0t . 0.0 &
0.6 0.8 1.0 0.6 0.8 1.0 0.6 0.8 1.0

overall performance

Figure 3.4: Overall performance and overall precision of methods for the identifi-
cation of influential spreaders in real networks. Results are based on the systematic
analysis of the corpus of 100 real-world networks. We consider the analysis for three distinct
regimes of spreading: (a) A = 0.5\, (b) A = 2., (¢) A = 2).. Each point in a panel cor-
responds to a single method. Every method is used to identify top T'N nodes as spreaders
with T" = 0.05. Methods are characterized by the metrics of performance defined. Both
metrics relate the performance of a method m to the performance of the greedy algorithm.
Overall performance (g,,) shows the outbreak size of a method m relative to the outbreak
size from greedy algorithm. Overall precision (p,,) quantifies the overlap between the seed
sets identified by a method m and the greedy algorithm.

In the subcritical regime (Figure 3.4a), the two metrics (g,,) and (p,,) are highly corre-
lated with each other. Adaptive degree (AD) outperforms all other methods in both metrics.
Other methods that perform well are Degree (D), Adaptive Non-Backtracking (ANB), and
PageRank (PR) centralities, and CoreHD (CD) and Collective Influence (CI) algorithms. In
the critical regime (Figure 3.4b), the results are very similar to the subcritical regime. The
most significant change is the decrease in the range of values for overall performance. In the
supercritical regime (Figure 3.4c), the precision and performance of methods are no longer
properly distinguishable.

One feature standing out from Figure 3.4 is that the overall performance is high in
general. Most of the values for overall performance are above 0.9 for all regimes, and even
the performance of random selection is always above 0.6. This observation is significant to

weight the importance of greedy algorithms. While the solutions of greedy algorithms are
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guaranteed to be not too far away from the true optimum, their performance can be almost
achieved by simple, computationally much cheaper, and much more easily implemented
purely topological methods.

The similarity in the performance between the various methods can be deduced from
a pairwise comparison of seed sets identified by those methods across the entire corpus of
real-world networks. The results of this analysis are summarized in Figure 3.5. We observe
that the seed sets found by the top-performing methods have high similarity relative to the
similarity with other methods. Methods with lower performance tend to select nodes that

are not generally selected by other methods.

=
o

o
’-Jk " .
precision

&
)

— 0.0

w

Figure 3.5: Pairwise comparison among methods for the identification of influ-
. . (T)

ential spreaders. For every pair of methods m; and msy, we evaluate py/ m, among the

two seed sets of size TN using Equation 3.4. We then estimate the average precision value

over the entire corpus of networks. In the figure, the darker colors represent higher values of

precision.

We repeat the same analysis for different subsets of the corpus. Each subset consists
of networks from similar domains (e.g., social, technological, information, biological). The
results of this analysis are reported in Figures 3.6-3.9. We did not find any significant

differences from the outcomes of our main analysis.
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Figure 3.6: Overall performance and overall precision of methods for the identifi-
cation of influential spreaders in real social networks. We consider the analysis for
three distinct regimes of spreading: (a) A = 0.5X., (b) A = A., (c) A = 2.
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Figure 3.7: Overall performance and overall precision of methods for the iden-
tification of influential spreaders in real technological networks. We consider the
analysis for three distinct regimes of spreading: (a) A = 0.5\., (b) A = A, (¢) A = 2.
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Figure 3.8: Overall performance and overall precision of methods for the iden-
tification of influential spreaders in real information networks. We consider the
analysis for three distinct regimes of spreading: (a) A = 0.5X., (b) A = A., (¢) A = 2.
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Figure 3.9: Overall performance and overall precision of methods for the identifi-
cation of influential spreaders in real biological networks. We consider the analysis
for three distinct regimes of spreading: (a) A = 0.5\., (b) A = A., (¢) A = 2.
Furthermore, we consider synthetic networks created with the Barabasi-Albert model.
The networks considered consist of 5000, 10000, and 20000 nodes, and 10 of each has been

created. Results are reported in Figure 3.10, and they are very similar to those obtained

on our corpus of real-world networks. In summary, the main results hold for a variety of

different settings.
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Figure 3.10: Overall performance and overall precision of methods for the iden-
tification of influential spreaders in networks created with the Barabasi-Albert
model. We consider the analysis for three distinct regimes of spreading: (a) A = 0.5\, (b)
A=A, (c) A =2\

3.3.2 Hybrid methods

We also test hybrid methods for the identification of top spreaders in networks. These meth-

ods are linear combinations of the individual methods considered so far. Specifically, we select
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a certain number of individual methods to form a hybrid method H = {my, ma,...,my}.
We associate each node 7 in a given network a score 51(5{)7 which is a linear combination of

scores associated with individual methods, such that

s’@) = Z CmS" . (3.5)

meH

In Equation 3.5, s’ is the normalized score of node i in the network according to method
m. The normalization has the purpose of making the scores of different methods have
comparable magnitudes with each other. L?norm is used for normalization. We perform
supervised learning where we use solutions of the greedy algorithm to estimate the linear
coefficients ¢,,. Linear regression is used to find the best linear fit between Sl(ﬁ) and fg;éi),
i.e., the fraction of times that node 7 in the network is identified in the top T'N nodes by
the greedy algorithm. The estimates for the coefficients are obtained using five-fold cross
validation. The model is trained on 80% of the networks in the corpus. After training, the
hybrid method # is tested on the remaining 20% of the corpus, where overall performance
and overall precision are measured. We replicate this process for 1,000 times to quantify
the uncertainty associated with both the estimates of the linear coefficients as well as the
measured values of the performance metrics.

We test several hybrid methods that consist of two or three individual methods. In
general, we combine methods that differ on the basis of their classification as local, global,
and intermediate methods, shown in Table 3.2. Results for some of the tested hybrid methods
are shown in Table 3.3. Our first observation is that, relative to the individual methods,
there is an increase in the values of overall precision (p,,). This suggests that learned
coefficients from the training set can be used meaningfully to mimic greedy optimization
and identify influential spreaders. The overall performance (g,,) of hybrid methods also
increases. We observe improvements of 2-5%, especially in the critical and supercritical
regimes. Another point is that, when individual methods that provide similar information are

combined together, one of the two gets the bigger part of the weight compared to the other.
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For example, H = {AD, B} learned from the training set is almost equivalent to pure AD in
both the subcritical and critical regimes. Finally, we observe that the coefficients of the linear
combinations can be negative. For example, for the hybrid method H = {AD, PR, LR} we
find ¢ g < 0. This fact helps this hybrid method to outperform almost all other methods
considered in the analysis, in both critical and supercritical regimes. We note that finding
crr < 0 does not suggest the LR centrality is negatively correlated with node influence.
This is only observed when LR is used in combination with other methods; LR is instead
positively correlated with node influence when used as the only metric for the identification
of influential spreaders, as it can be seen in Figure 3.4.

In order to validate the effectiveness of hybrid methods for identifying influential spread-
ers, we apply the top-performing hybrid method ‘H = {AD, PR, LR} to large real-world
networks. We report the results in Table 3.4. The networks considered for this analysis are
too large for the application of greedy optimization, so we use the top-performing individual
method AD as the baseline for comparing the performance of the hybrid method by taking
the ratio (gy)/{gap). When applying the hybrid method to large networks, we use the linear
coefficients learned from small/medium networks reported in Table 3.3. In general, we ob-
serve that hybrid method improves on the performance of AD. In the subcritical regime, the
improvements are negligible. Instead, in both the critical and supercritical regimes, there
is a significant increase in overall performance, although the variance in the supercritical
regime is also high. On average, the overall performance increases by 2-5%;, in line with the
results observed on the corpus of small/medium networks. This provides additional support
to the robustness and generality of our finding that linear combinations of methods can
help in finding more influential seed sets. It is necessary to note that hybrid methods use
larger amount of information compared to individual methods, such as AD. The amount
of information used might be at the root of increase in performance. On the other hand,
the improvement in effectiveness does not cause drawbacks in efficiency. Linear coefficients

are already established for three dynamical regimes. The computational complexity of hy-
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brid methods are equal to the maximum of the computational complexities of the individual

methods that they are composed of, making them applicable to large networks.

3.4 Conclusion

In this chapter, we comparatively analyzed the performances of heuristics for identifying
influential spreaders in networks. We used the independent cascade model for simulating
spreading dynamics, and studied 16 methods for the identification of influential spreaders
that are widely adopted to approximate solutions to the influence maximization problem.
The analysis was performed on a large corpus of 100 real-world networks from different
domains such as social networks, transportation networks, and biological networks. We
used the greedy algorithm as a baseline to analyze the performances of the 16 methods.
Furthermore, we used random selection as a method for identifying influential spreaders in
networks to have a lower bound on the performance. Overall, the results indicate that the
performance of some simple heuristic methods are not too far from those obtained by the
greedy algorithm, which is a computationally expensive method. Adaptive degree centrality
turned out to be a powerful network centrality metric for the identification of influential
spreaders. Adaptive degree centrality is a simple enough method to be applied on large
real-world networks. The performance of adaptive degree centrality was on average 96%
of the performance of the upper baseline, i.e., greedy algorithm, when 5% of nodes are
selected as seeds. There are several other methods that have comparable performances
to adaptive degree, even though adaptive degree comes out at the top when we consider
both performance and computational efficiency. When we consider the overlap between the
seeds identified by the greedy algorithm and other methods, we observe that as this overlap
increases, the performance of the method also increases. In general, the overall precision
values of the various methods, which quantifies the overlap of seeds from a method m and
greedy algorithm, turns out to be relatively low. This is expected given the NP-complete

nature of the influence maximization problem.

42



We further test hybrid methods, which linearly combine several individual methods. The
analysis shows that it is possible to achieve better performances by using hybrid methods,
especially when one combines individual methods that use information on different levels of
network. We found that it was possible to increase the performance up to 98% of the upper
baseline greedy by combining different methods. We have also tested this on larger networks,
and the results suggest the same outcome as found in the corpus of 100 small/medium-sized
real-world networks. Combinations of a few individual methods can increase the performance

without significantly increasing the computational cost.
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’ Method ‘ Features ‘ Subcritical ‘ Critical ‘ Supercritical ‘

CAD 1.000 1.000 1.000

AD (gm) 0.993 0.961 0.931
(Pm) 0.755 0.548 0.119

ccp 1.000 1.000 1.000

CD (gm) 0.983 0.963 0.929
(D) 0.730 0.525 0.100

CB 1.000 1.000 1.000

B {Gm) 0.946 0.954 0.938
(D) 0.590 0.483 0.110

CAD 0.718 0.590 0.023

CB -0.027 0.046 0.069

AD.B (gm) 0.987 0.964 0.936
(D) 0.755 0.551 0.116

CAD 1.189 1.044 0.115

AD,PR,LR CLR -0.336 -0.632 -0.771
(Gm) 0.991 0.980 0.971

(D) 0.806 0.616 0.300

CPR 0.006 0.386 0.803

CLR -0.419 -0.702 -0.771

PR,LR,CD ccp 1.028 0.898 0.088
(gm) 0.985 0.979 0.971

(Pm) 0.784 0.597 0.293

cB -0.010 0.067 0.083

AD,B,LR CLR -0.466 -0.565 -0.395
(gm) 0.993 0.976 0.952

(D) 0.810 0.625 0.220

CPR 0.304 0.583 0.740

CLR 0.101 -0.251 -0.733

PR,LR.EI Crl 0.235 0.277 0.121
() 0.973 0.964 0.970

(Pm) 0.698 0.589 0.304

Table 3.3: Hybrid methods for the identification of influential spreaders in net-
works. The table is organized in blocks, each corresponding to a specific method. For every
method m, either individual or hybrid, we report performance values for the three different
dynamical regimes in terms of overall performance (g,,) and overall precision (p,,). The top
three blocks correspond to the best individual methods in the three regimes according to
overall performance metric. The remaining blocks are for hybrid methods. In each block,
the first rows report values of the coefficient ¢, of the individual method m in the definition
of the hybrid method. We report the averages for the coefficient values over 1, 000 iterations
of the learning algorithm. The bottom two rows in each block correspond instead to the
values of the performance metrics. 44



{9n)/(94p)

] Network Subcrit. \ Critical \ Supercrit.
Slashdot 1.003 1.017 1.062
Gnutella, Aug. 31, 2002 1.009 1.040 1.039
Epinions 1.012 1.057 1.130
Flickr 1.007 1.082 1.242
Gowalla 1.011 1.024 1.066
EU email 1.002 1.009 0.923
Web Stanford 1.009 1.031 1.035
Amazon, Mar. 2, 2003 1.008 1.025 0.994
YouTube friend. net. 1.004 1.013 0.952

Average on large networks | 1.007 £ 0.001 | 1.033 £+ 0.007 | 1.050 4+ 0.030
Average on the corpus of 100 networks | 1.001 £ 0.002 | 1.021 4 0.003 | 1.043 4+ 0.005

Table 3.4: Identification of influential spreaders in large networks. We compare
the performance of the hybrid method H# = {AD,PR,LR} with the individual method AD.
For the hybrid method, we use the values of the coefficients reported in Table 3.3. From
left to right, we report the name of the network, value of the ratio (g%)/(gap) between the
performance metric of the hybrid method H ={AD,PR,LR} and the one of the individual
method AD for the subcritical, critical, and supercritical regimes. The bottom two lines in
the table report, for each dynamical regime, average values and standard errors of the mean
for the ratios (gy)/(gap) over the set of large networks and over the corpus of 100 networks

considered.
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4 Influence maximization in noisy networks

4.1 Introduction

Most studies on influence maximization rely on one strong assumption: prior knowledge of
system structure and dynamics is complete and free of errors. In real-life applications of
influence maximization, we should recognize that this assumption is at best optimistic. The
presence or absence of a connection in a network is generally established from the results
of some experimental observation, and therefore potentially affected by experimental errors
(110). Similarly, the type of process that is driving the spreading might be known, but the
exact value of the rates at which the spreading occurs might be unknown. There are tech-
niques to approximate the spreading rates from empirical observations of spreading events
(111). However, these techniques rely on the assumption that the structural information
is complete and free of errors. Furthermore, the influence maximization problem is about
controlling the fate of a future or an ongoing spreading process, so posterior estimates of
spreading rates are not very helpful.

Several studies have considered the reliability of network centrality measures in the pres-
ence of noisy or incomplete structural information (12, 13, 112). In the context of the
influence maximization problem, there has been previous studies testing the robustness of
centrality metrics in noisy structural data (56). However, there are no previous studies that
attempted to understand how incomplete or erroneous information on both the structure of
the network and the spreading dynamics affects our ability to solve the influence maximiza-
tion problem. Note that one may naively expect that noise does not dramatically modify the
overall trend of a geometric centrality metric as shown in (56). However, the distortions that
noise can create in the solutions of a combinatorial optimization problem such as influence

maximization are far less predictable. Here, we aim to fill this gap of knowledge.
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4.2 Methods
4.2.1 Networks

We conduct our analysis on the affects of noise in influence maximization problem on static
networks. We use 14 undirected and unweighted real-world networks in our analysis. The

networks used are shown in Table 4.1.

’ Network \ N \ Ref. ‘
URV email 1133 (1)
US Air Transportation | 500 (113)
Tennis 4342 (114)
C. Elegans, neural 297 (2)
High school, 2012 180 (28)
Air traffic 1226 (101)
Open flights 2939 | (101, 115)
UC Trvine 1899 | (101, 116)
Petster, hamster 1858 (101)
Political blogs 1224 (117)
Political books 105 (117)
US Power grid 4941 (2)

S 838 512 (118)
Yeast, protein 2284 (119)

Table 4.1: Real-world networks. From left to right, we report the name of the network,
the size of the network, and the references(s) where the network was first analyzed.

4.2.2 Spreading dynamics

We use the ICM to simulate the spreading process as explained in Section 2.2.3. Due to
the stochastic nature of the spreading model, we measure the results for every given initial

condition by averaging over 20 independent numerical simulations.

4.2.3 Influence maximization

We use greedy optimization to select influential spreaders and find the seed set X for a given

size |X| for the seed set. We use the algorithm by Chen et al. (18) as described in Section
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2.4.2 for greedy optimization.

4.2.4 Modeling structural and dynamical errors

The process of selecting the top spreaders relies on prior knowledge of the network structure
and spreading dynamics. This means that the seed set X depends on the information at
our disposal about the structure of the network, i.e., the adjacency matrix A. The seed set
X also depends on our prior knowledge about the dynamical process, i.e., the ICM with
spreading probability A. It is common practice to assume the prior knowledge on structure
and dynamics as complete and free of errors. This is equivalent to assuming that the inputs
A and )\ of the algorithm for identifying the influential spreaders are equal to their true
values, namely Ay... and A, respectively. However, in practical situations this may not
be the case. Prior knowledge may be affected by errors, so the actual information used to
solve the influence maximization problem is given by A.,,. and A.,., respectively. There are
many different ways to model errors on structural and dynamical information. In this work,
we use simple, yet realistic, models.

Errors on our knowledge of spreading dynamics are implemented by simply setting Ay.e #
Aerr- We assume to know that spreading occurs following the rules of ICM, but the exact
value of the spreading probability is not known. Instead of using raw values for the spreading
probabilities, we rescale them as ¢yue = Mrue/Ae A0d Gerr = Aerr/Ae, Where A, is the critical
threshold for the true network. This transformation is used to simplify the presentation of
results. It also allows us to use the same reference values for all networks to distinguish
between dynamical regimes of spreading. Depending on whether ¢;,... is smaller than, equal
to, or larger than 1, we say the network is respectively in subcritical, critical, or supercritical
regime. Similarly, the value of ¢, tells which dynamical regime we hypothesize we are
in. Previous studies have shown that the identities of seeds are affected by the regime
of spreading (93). We expect therefore that the error in the estimation of the spreading

probability may strongly affect our ability to properly predict the top spreaders.
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Errors on our knowledge of the network structure are implemented using a model similar
to the one in (110). The total number of nodes N is unaffected. Errors happen on edges.
This means that the total number of edges M,,, in the altered network can be different from
the true number of edges M,.... We consider two potential sources of errors. The first source
is responsible for making true edges disappear. Given the true adjacency matrix A;.,., each
edge is removed with probability 0 < €4 < 1 in A.,,. The number of edges deleted is equal
to zero for €4 = 0, and equals M., for €4 = 1. The second source of error generates false
edges. Every pair of nodes that is not connected according to Ay... appears as connected in
Ae,r with probability €,qq Mipue /[N(N —1)/2— Mypye], where 0 < €449 < 1. When €,44 = 0, n0
false edges are added. For ¢,45 = 1, the expected number of false edges equals to M;.,.. We
define both parameters €4 and €,44 in the range [0, 1], and their maximum values correspond
to an expected alteration, i.e., deletion or addition, of 100% of the true number of edges.

Please note that removing true edges is not the inverse operation of adding false edges. For
instance, even the addition of a very small number of edges among pairs of non-connected
nodes is able to decrease substantially the average path length of networks that do not
originally satisfy the small-world property (2). For example, in networks with strong spatial
embedding, random edges are likely to behave as shortcuts between spatially far regions of
the system. On the other hand, removing a handful of true edges does not change the average
path length dramatically. Also, we do not expect the two sources of structural errors to be
equally likely in real-world networks. Their likelihood depends on the type of network, and
the way the network is constructed from empirical observations (110). As the two sources of
structural error can not be treated on the same footing, we always consider them separately
in our analysis, i.e., the condition €y €99 = 0 is always satisfied.

Our choice for modeling structural noise is heavily inspired by (110). This model is simple
enough, yet can naturally describe the sources of uncertainty in empirically constructed
social networks. Alternative models for implementing structural noise can be considered.

For example, a model shuffling the true edges with certain probability would provide a way
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to introduce structural noise without altering the degree of nodes in the network. In general,
the choice of the noise model should depend on the specific question one wants to address,
or the specific system considered. The questions we investigate here can be fully addressed

with our particular choice for the noise model.

4.2.5 Measuring performance

Given the inputs A.,.. and ¢.,.., we use greedy optimization to identify the set X,,.. of top
spreaders. As the greedy optimization is stochastic, we apply the algorithm R = 10 times
to find R potentially different sets of X,,.. For each set, we use numerical simulations
of the ICM relying on Ay and ¢y to evaluate their performance. We define X, =
{z1,29,..., 21, }, and X" — U’_,z;. Note that by definition xxerr ) — x  The overall
performance of the set X, is computed according to the equation

1 |Xer7“

Q(Xerr) =~ Ay O(Xé;?*) (41)
N|Xerr‘ zl:

where O(Xe(f,z) is the average size of the outbreak for the seed set Xe(fr) For given A.,., the

overall performance is finally obtained by taking average over all R realizations of the sets of
top spreaders. To account for the stochastic nature of structural noise, we repeat the entire
procedure 10 times, and quantify the spreading performance of top spreaders as the average
value over these independent realizations. Note that the sum on the r.h.s. of Equation 4.1
allows us to estimate not only the overall performances of Xe@, but also the way the set is
constructed. The pre-factor on the r.h.s. of Equation 4.1 is used only to confine values of

performance metric to the interval [0, 1].

4.3 Results

In Figure 4.1, we display the results obtained for the e-mail communication network originally
considered in (1). In the majority of cases, the performance of the seed sets appears robust

against structural noise. However, the overall ability to properly select seeds may be seriously
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affected by noise both at the structural and dynamical levels. Major issues seem to arise

when ¢y > 1 and ¢, < 1 (see Figure 4.1d).
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Figure 4.1: Influence maximization in presence of structural and dynamical noise.
The true network structure analyzed here is given by the email communication network (1).
(a) Relative size of the outbreak O/N as a function of the number of seeds found by greedy
optimization. The true spreading probability of the ICM is such that ¢4... = 0.5. Prior
dynamical knowledge used by the greedy algorithm is not affected by noise, i.e., ¢err =
Otrue = 0.5. The different curves correspond to different level of noise that affect prior
structural information. We consider various combinations of the parameters €4, and €,4q.
(b) Same as in panel a, but for ¢ = 1.0 and ¢, = 0.5. (c) Same as in panel a, but for
GOtrue = Gerr = 1.0. (b) Same as in panel a, but for ¢y = 1.5 and @e = 1.0.

In order to systematically analyze the observed trend, we set |&.,.| = 100, and quantify
the performance of selected seed sets using Equation 4.1 for different levels of noise. The
results of this analysis are shown in Figure 4.2. The various panels refer to different dynamical
regimes identified by different values of ¢.... In every panel, we present three curves, each
representing different values of ¢,... Each curve shows the spreading performance q(X.;)
as a function of structural noise parameters €4 and €,49. Note that even though the two
sources of structural noise are never considered together, we present them in the same plot

for the sake of compactness. In general, we observe that maximum performance is achieved
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at €ge; = €qqq = 0 only for ¢yye = @err. The two sources of structural noise affect the choice
of seeds differently. In the first case for €z = 0 and 0 < €,499 < 1, we roughly see that
q(Xer) 18 a monotonic function of €,44, decreasing if ¢ > Gpue, and increasing otherwise.
When we have €,99 = 0 and 0 < €4 < 1 instead, ¢(X..) is not a monotonic function of
structural error. The trend changes depending on whether the system is in subcritical or
supercritical regime. If ¢y < 1, q¢(Xep) is concave, otherwise it is convex. In the second
regime, it becomes possible to obtain higher performance by adding further structural noise.
If ¢err < ODirue, the best performance is achieved at €4, = 1, essentially using no structural

information and sampling the seeds randomly.
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Figure 4.2: Performance of the top spreaders in the presence of structural and
dynamical noise. We consider the same network as in Fig. 4.1. (a) We compute Eq. 4.1
for the set of top spreaders of size |X.,..| = 100, and we plot the value of the performance
as a function of the noise level in prior structural information. Performance is measured
for ¢4 = 0.5. The shaded part of the plot serves to report results valid for 0 < ¢4 < 1
and €,59 = 0. The non-shaded part of the graph instead represents results for 0 < €,499 < 1
and € = 0. (b) Same as in panel a, but for ¢, = 1.0. (c) Same as in panel a, but for
Girue = 1.5. (d) Same as in panel a, but for ¢, = 2.0.

We next analyze the phenomenon systematically. For different combinations of ¢y,... and
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Gerr, We computed €, and € ,,, i.e., the values of the structural noise parameters where
q(Xepr) reaches its maximum. The results of this analysis are shown in Figure 4.3. As
shown in Figure 4.3a, when ¢err =~ Gprue, €5 = 0. However, when the error on dynamical
parameter increases, this error is compensated by making further mistakes in the structure.
When structural noise is allowed through the addition of false edges, noise is only helpful at

the supercritical regime (see Figure 4.3b).
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Figure 4.3: Best values of the structural errors in the presence of dynamical
uncertainty. We consider the same network as in Fig. 4.1. (a) We set €,4¢ = 0, and, for
given dynamical parameters ¢, and ¢e.,, we determine €}, i.e., the value of the error
parameter €4, that leads to the maximum performance in the prediction of top spreaders.
Best estimates of €}, are reported in the cells of the table. The intensity of the background
color is proportional to the value of €},,. (b) Same as in panel a, but for the other source of
structural error. Here, we set €4, = 0 and focus on €, i.e., the value of the error parameter
€qqq that allows to identify the best performing set of top spreaders.

So far, the reported results are only for a specific network. However, the main findings
are not sensitive to the choice of network, in the sense that the qualitative results are very
similar for all real-world networks we analyzed (see Appendix B). The only major difference
arises when we consider networks characterized by strong spatial embedding (i.e., a specific

modular structure identified by very loose intermodule connections (120)). In such networks,
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the strong asymmetry of altering the network structure by adding or removing edges is
apparent. This is visible in Figure 4.4, where we report the analogue of Figure 4.2 for the
power grid network (2). In the figure, we see that g(X.,,) does not behave smoothly around
€del = €adq = 0. However, the general findings valid for the two different sources of structural

noise are almost identical to those valid for networks with no spatial embedding.
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Figure 4.4: Performance of the top spreaders on a spatially embedded network in
presence of structural and dynamical noise. Same analysis as in Fig. 4.2, but for a
different network. Here, the true network structure is given by the US power grid network

(2).

Same qualitative results also hold for different values of |X.,.|, as long as the value is
large enough compared to the size of the network N. In Appendix B, we reports the results
for |X,,.| = 10. For the e-mail network considered here in the main text, which has a size of
N = 1133, the clear pattern of Figure 4.2 becomes much noisier. For networks with smaller
size, we observe that the pattern is already clear even for |X,,,.| = 10.

One may explain the results with the following naive argument. For simplicity, let us
consider only the case where noise randomly deletes true edges. In our prior knowledge,

every true edge becomes invisible with probability €4,;. We also believe that the ICM has
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spreading probability ¢.,.. In summary, our prior knowledge forces us to think that the
effective spreading probability on a random edge that we are considering in the true but
unknown network is (1 — €g4e;)Perr, rather than the true value ¢y.... Best predictions should
be obtained for (1 — €4e;) Perr = Gtrue- If Gerr > Dprue, One can correct the mistake by choosing
the appropriate €4 € [0, 1]. If Gerr < Gprue, there is no way to satisfy the previous equation.
The best performance can be naively expected to be at €4,; = 0, as this value corresponds to
the noise level that minimizes the difference between effective and true spreading probability.
However, this is not what we observe in our numerical results, where the best performance
is actually achieved at €4, = 1. This apparent paradox can be solved by accounting for
structural correlations. As well known, the true top spreaders in ICM depend on the critical
regime (93). In the subcritical regime, central nodes are generally better locations for seeds.
In the supercritical regime, peripheral nodes are selected first instead. In both these regimes,
seeds are generally placed on nodes that are not directly connected, as a source of spreading
that is too redundant is generally not optimal. If the probability €4, of random deletion of
edges is not very high, then the ranking based on degree centrality of the nodes is basically
unaffected. However, pairs of truly connected nodes appear as disconnected in the noisy
version of the network regardless of their degree. As a results, for ¢.., < 1, many high-
degree nodes are chosen as seeds. However, they may behave poorly as seed sets, as they
constitute a source of spreading that is too redundant to be optimal. A visual intuition of
this structural explanation is provided in Figure 4.5. In the figure, we consider the true
value of the average degree of the set of top spreaders identified using noisy information.
Each panel corresponds to a different value of ¢.,... Note that the value of average degree
measured at €4, = €494 = 0 is the one that corresponds to the true set of optimal seeds for
the dynamical regime ¢y = Gerr. As expected, for subcritical regime, the identified set
of top spreaders has high average degree and the structural noise does not affect much the
value of this variable, except when €4, ~ 1. Instead in the supercritical regimes, the best

performances is achieved for sets with low values of the average degree, comparable with
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the average degree of the network. Structural noise changes dramatically the set of seeds,
especially in the region 0 < €4,y < 1. However, in the regime of very large noise, the average
degree of the seed set is basically equal to the average degree of the network as nodes are

chosen using almost no structural information.
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Figure 4.5: Average degree of the set of top spreaders. We consider the same network
as in Fig. 4.1. (a) Average degree of the set of |X,,.| = 100 of top spreaders identified for
Oerr = 0.5 and different values of the structural errors €4, and €,44. As in Figure 4.2, we use
left part of the plot, highlighted with a gray-shaded background, to report results valid for
0 < €4y <1 and €499 = 0. The non-shaded part of the graph instead represents results for
0 < €4aa < 1 and €4 = 0. (b) Same as in panel a, but for ¢, = 1.0. (c) Same as in panel
a, but for ¢... = 1.5. (d) Same as in panel a, but for ¢, = 2.0.

4.4 Conclusion

In this chapter, we considered a simple yet practically relevant scenario. We assumed that
prior information used in identifying influential spreaders for the influence maximization
problem is affected by some noise, and we studied how the quality of the solutions found
using noisy information deteriorates as a function of the noise intensity. The main finding

is that the quality of the solution always decreases monotonically with noise, if structural
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and dynamical noise are considered independently. However, when both sources of noise act
simultaneously, one of them can compensate the disruptive effect of the other. Noise affecting
the dynamical information may be suppressed by additional noise at the structural level, or
vice versa. This is particularly apparent when structural noise is such that random edges
of the original network disappear with a certain probability. As this is a plausible model of
error that may affect our knowledge of the true network structure (110), our results may be
important for real-world applications. More in general, the approach presented here may be
used to understand how incomplete and /or erroneous information on network structure and

spreading dynamics affects our ability to solve optimization problems in a meaningful way.
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5 Influence maximization on temporal networks

5.1 Introduction

The problem of influence maximization has been traditionally studied on static networks.
However, many real-world networks display nontrivial edge temporal variability (23). If
structural variations happen on a timescale comparable with the one of the spreading dy-
namics, then the two processes interact in a highly nontrivial manner (121-124). Most of the
work in the area of spreading processes on time-varying networks has been focusing on the
characterization of their critical properties. Some attention has been devoted to the prob-
lem of influence maximization. Specifically, Osawa et al. studied the influence maximization
problem on temporal networks for the susceptible-infected (SI) model (125). They proposed
an alternative to the greedy algorithm, showing that the proposed method is effective in cor-
rectly identifying top spreaders in networks with community structure. Michalski et al. model
the temporal network as a multilayer network and the spreading dynamics using the linear
threshold (LT) model (126). They analyze the solutions to the influence maximization prob-
lem under different granularities for the temporal network, including the time-aggregated
versions of the networks. Murata et al. propose heuristic methods to solve the influence
maximization problem on temporal networks (127). Han et al. (128) and Zhuang et al. (129)
propose a method where it is assumed that only the topology of the first layers of a temporal
network is known. The topology of the succeeding layers can only be discovered by partial
probing of nodes in the network, and the partial topological information gathered is used
to select influential spreaders. Gayraud et al. focus on the independent cascade (IC) and
LT models in a theoretical study about the properties of the influence maximization prob-
lem (130). At odds with many of the influence maximization problems considered in the
literature, they show that their optimization problem does not necessarily involve the max-
imization of a submodular function. They further demonstrate that delaying the activation

of some initial spreaders may increase their effective influence.

58



In this chapter, we introduce a discrete-time version of the susceptible-infected-recovered
(SIR) model on temporal networks (32). We systematically study the influence maximiza-
tion problem associated with SIR spreading on 12 real-world temporal networks. We test
the performance of different approximate algorithms aimed at the identification of the best
spreaders in the network. Approximations rely on different levels of dynamical and topolog-
ical information.

We note that our modeling framework is very similar to the one previously used by
Valdano et al. for susceptible-infected-susceptible (SIS) model on temporal networks (124).
The properties of the two spreading models are, however, rather different, especially because
the SIR model displays a sensitivity to the temporal ordering of the network edges that is
stronger than the one observed for the SIS model. Furthermore, both the SI model and ICM
previously studied (130) can be seen as two extreme cases of our model. We extend and
generalize those analyses in several respects. First, being able to tune our model between
the two extremes, we are essentially able to change the effective level of submodularity
of the function that we want to optimize. Second, we do not focus on specific values of
the spreading probability for every network. Rather, we tune each network close to its
own critical point and study the influence maximization problem near criticality. While
studying the phase diagram of the SIR model, we show that the system behavior can be
reasonably well predicted by a mean-field approximation and that such an approximation
can be effectively used to solve the influence maximization problem. Finally, we do not
assume that the optimization problem is solved using full information about the system.
Rather, we systematically test the performances of approximations obtained under partial
knowledge of the network topology and dynamics. Our results, obtained on a corpus of
real-word temporal networks that is significantly larger than those typically considered in
previous studies, provide clear indications on the type of ingredients that one needs to rely

on when available topological information is incomplete or noisy.
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5.2 Methods
5.2.1 Networks

We use 12 empirical datasets containing time-stamped social interactions among pairs of
individuals. Datasets refer to two types of interactions. In some of the datasets, interactions
correspond to physical proximity contacts, e.g., among school students (131, 132), conference
attendees (133), and hospital staff and patients (134). In the other type, interactions stand
for emails exchanged between coworkers (135). In both cases, we treat the contacts as

undirected. All datasets considered in the study are listed in Table 5.1.

Dataset Wi T| N Ref.
Email, dept. 1 2,880,000 | 18 | 309 (135)
Email, dept. 2 2,880,000 | 18 | 162 (135)
3 (135)

(135)

Email, dept. 2,880,000 | 18 | 89
Email, dept. 4 | 2,830,000 | 18 | 142
High school, 2011 | 14,400 | 11 | 126 | (28)
High school, 2012 14,400 | 21 | 180 (28)
High school, 2013 14,400 | 14 | 327 (29)

Hospital ward 14,400 | 20 | 75 (134)
Hypertext, 2009 14,400 | 11 | 113 (133)
Primary school 7,200 | 11 | 242 | (131, 132)
Workplace 28,800 | 20 | 92 (136)
Workplace-2 28,800 | 20 | 217 (137)

Table 5.1: Real-world temporal networks. From left to right, we report the name of
the dataset, the length W of the temporal window used to slice the data (time is expressed
in seconds), the number T' of network layers resulting after slicing and cleaning data, the
number of nodes N in the network, and the reference to the paper(s) where the data were
first considered.

We follow the modeling scheme presented in Section 2.1.2 to create the temporal net-
works. In this scheme, all layers contain exactly N nodes, where N is the number of distinct
individuals involved in at least one social interaction in the dataset. By construction, some
nodes may have degree equal to zero in one or more temporal layers. In order to avoid the

presence of layers that are too sparsely connected, we exclude from our analysis network

60



layers containing a number of null-degree nodes greater than 0.9N. In some datasets, a large
portion of layers, corresponding to periods of inactivity, is excluded from the analysis (see
Appendix C). For example, in the high school datasets, there are no recorded night-time
interactions, and the layers corresponding to such time frames are excluded as they do not
contain edges. After the cleaning procedure, we end up with 7" layers chronologically ordered
from 1 to T

We choose different W values of temporal window length depending on the dataset on
purpose. Our goal is simply ending up with a similar number 7' of layers across datasets.
Also, the threshold value used for disregarding low-density layers is arbitrarily chosen. We are
aware that both ingredients affect the construction of the network layers and the outcome
of the spreading process taking place on them. We stress, however, that the goal here is
not understanding the dynamics of a specific temporal network and/or a specific choice of
the parameters of the spreading model. Rather, we want to study the general problem of
influence maximization on temporal networks and compare different strategies to solve the
problem. As far as we are concerned, the real-world datasets considered here just provide
useful data for the construction of temporal network topologies, and influence maximization
strategies are compared one against the other on the same test sets.

At the end of the procedure described above, we have a sequence { AW, ... A®  AD}
of T adjacency matrices at our disposal. The adjacency matrix A® fully encodes the in-
formation about the topology of the tth temporal network layer, with its generic element
AY = Ag-? = 1 if a connection exists between nodes 7 and j at stage t of the network

v

dynamics, and Ag) = A;? = 0 otherwise.

5.2.2 Spreading dynamics

We study the spreading dynamics taking place on temporal networks using the spreading
model described in Section 2.2.2. We assume that the characteristic timescales of the spread-

ing process and of the network evolution are identical (124). We consider the discrete-time
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version of the SIR model to mimic spreading dynamics (32). In the SIR model, the state

O'Z(t) for node 7 at time ¢ can be O'Z(t) = 5,1, or R. Every node ¢ that is infected at time ¢,

i.€., o =1 , attempts to infect all its susceptible neighbors, i.e., all j such that Ag.) =1

and o\ = S. Infection is successfully transmitted with probability A. In case of a successful

attempt, the state of the newly infected node j changes as aj(-t) =5 — aj(-tH)

—

~

—~

<

= I, meaning
that node j can spread the infection from time ¢ + 1 on. After all spreading attempts have
been performed, each infected node ¢ may recover with probability . A successful recovery

®)

i

(t+1

attempt changes the state of node ¢ as 0,” =1 — o ) = R. A recovered node no longer
participates in the dynamics, thus it can not spread nor receive infection. After all recovery
attempts have been performed, time increases as t — t + 1.

Two standard models of spreading are obtained as special cases of our more general
model. If g = 1, the model reduces to the ICM. If ;4 = 0 and no nodes are initially in the
recovered state, then the SIR model reduces to the discrete-time version of the SI model.

=(1) —»(1)]T

Starting from a given initial configuration 7" = [7)”, ..., 7x’]T, we follow the dynamics

of the model until the last iteration of spreading is performed, reaching the final configuration

T+1) " Even for fixed values of A and p, the outcome of the spreading model is highly

il
sensitive to the initial conditions (see Figure 5.1).

We restrict our attention to special types of initial configurations where all nodes are in
state S, except for a set X = {1, x9,...,2x} of seed nodes that are in state I, i.e., O'ZO) =1
if 1 € X and 01(1) = S if i ¢ X. Given the parameters of the SIR model and the topology
of the temporal network, we estimate the relative outbreak size O(X) generated by the seed
set X' in a single realization of the SIR model. O(X) is defined as the total number of nodes
found either in the states I or R in the stage T+ 1 of the process, divided by the network

size N, 1i.e.,

N
1
OX) =5 e + 1w g, (5.1)
i=1
where 1, , is the identity operator, i.e., 1,, = 1 if v = y and 1,, = 0 otherwise. O(X)
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Figure 5.1: SIR model on temporal networks. Illustrative example of the modeling
framework proposed, where SIR spreading occurs on a temporal network. In the example,
the network consists of four nodes and four temporal layers, and the spreading dynamics
takes place over four discrete temporal stages. For simplicity, in the illustration we set the
SIR model parameters A = u = 1 so that the dynamics is deterministic. (a) The initial
condition is such that only node i is infected, while all others are in the susceptible state.
At the end of the dynamics, all nodes are either infected or recovered. (b) Nodes i and j are
initially infected, and they are recovered in the final configuration. Nodes n and m remain
in the susceptible state.

is a random variable, obeying some probability distribution. We stress that O(X’) strongly
depends on the choice of the parameters A and p, the topology of the network layers and
their time ordering. However, we do not report the explicit dependence on the factors for
shortness of notation.

As in many of the papers on influence maximization (9), we use the average value of
the outbreak size as the metric of influence for the seed set X. Specifically, we numerically

estimate the influence of the seed set X over a finite number K of numerical simulations as

(O(X)) = 2 > 04(), 52



where Oy (X) is the relative outbreak size of Equation 5.1 obtained in kth instance of the
model. We use K = 2,000 in all our numerical results, unless otherwise specified.

In Figure 5.2, we show typical phase diagrams obtained for seed sets of size one. In the
diagrams, a data point of the outbreak size for a given pair of parameter values p and A is
obtained as follows. We consider N different initial conditions, each corresponding to one of
the nodes selected as the initial spreader with all other nodes initially in the susceptible state,
i.e., X ={i} foralli=1,... , N. For each initial condition, we run K = 500 simulations and
estimate the influence of the node according to Equation 5.2. We finally take the average
value of the influence over all initial conditions as representative quantity for the system
outbreak size. The system is characterized by a phase transition from a non-endemic to an
endemic phase as the parameters of the spreading model are varied. Specifically, the endemic
phase is obtained for sufficiently large values of the spreading probability A\. The critical A
value, namely \., where the transition occurs is a function of the recovery probability u,
i.e., A\e = Ac(p). We note that . increases as p increases. We stress that the system size
is finite here, so we are not facing a genuine phase transition. Nonetheless, the change in
the value of average outbreak size lets us easily notice the presence of a regime where the
outbreak is confined to a small part of the network and a regime where spreading involves a
large portion of the system.

We estimate the critical value of the spreading probability A.(u) for a given value of
the recovery probability 1 as the A value that maximizes the ratio between the standard
deviation and average value of the outbreak size, both computed over K = 500 numerical
simulations of the spreading process initiated by a single randomly chosen seed (we use the
same procedure as described above, but for simplicity, only nodes with at least one connection
in the first layer of the network are considered as possible seeds). We note that looking at
the peak of the ratio of standard deviation over average value is not the only possible way of
defining and identifying the critical point of the transition. One, for example, may look at

the position of the peak of the standard deviation only. In general, different definitions may
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Figure 5.2: Epidemic transition in real-world temporal networks. (a) Average value
of the relative outbreak size (O(X')) as a function of the spreading probability A\. The seed
set corresponds to one randomly chosen node. Results are obtained on the “High school,
2011”7 network, and by setting i = 0. Results from numerical simulations on the real network
topology (red curve) are compared against those predicted by INFMA (black curve). The
dashed red line indicates the position of our best estimate of the critical value of the spreading
probability, i.e.; A.. We further display results of numerical simulations obtained on the same
network topology but with the order of the temporal network layers randomized (SL, blue
curve). (b) Same as in (a), but for = 0.25. (¢) Same as in (a), but for = 0.5. (d) Same
as in (a), but for p = 1.

lead to slightly different estimates of A\.. We stress, however, that the . values we obtain
seem to identify quite accurately the transition point (see Figure 5.2) and that the exact
value of the transition point is not very crucial for the type of analysis we are performing
here. In Table 5.2, we report the A, values obtained for the various networks considered.
We note that systems display sensitivity to the temporal organization of the underlying

networks, and the sensitivity is more apparent for large p values than for small p values.

Phase diagrams, and resulting values of the spreading probability where transitions occur,
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Network Ae(p=10) | Ae(p=0.25) | Ae(pp=0.5) | Ae(p=1)
Email, dept. 1 0.016 0.043 0.069 0.130
Email, dept. 2 0.010 0.027 0.049 0.096
Email, dept. 3 0.016 0.038 0.066 0.123
Email, dept. 4 0.010 0.029 0.047 0.099
High school, 2011 0.037 0.057 0.078 0.116
High school, 2012 0.025 0.077 0.136 0.205
High school, 2013 0.023 0.042 0.064 0.119
Hospital ward 0.017 0.048 0.087 0.207
Hypertext, 2009 0.023 0.041 0.060 0.097
Primary school 0.013 0.019 0.029 0.043
Workplace 0.042 0.123 0.241 0.308
Workplace-2 0.023 0.063 0.119 0.248

Table 5.2: Critical thresholds of real-world temporal networks. We report our nu-
merical estimates of the critical spreading probability A.(x) for the temporal networks of
Table 5.1. Different columns correspond to different values of the recovery probability .
Errors associated to the estimates are all equal to or smaller than 107 and they are not
reported in the table for sake of compactness.

may dramatically vary by simply randomizing the order of the layers but without changing
the actual network topology of the layers (see Figures 5.2 and 5.3 and Appendix C). This
is a quite remarkable difference with respect to the SIS modeling framework by Valdano et
al. where the actual order of the temporal layers is not as important for the outcome of the

spreading dynamics (124).

5.2.3 Individual-node mean-field approximation

We can provide a relatively simple description of the spreading process using the individual-
node mean-field approximation (INMFA) (32). The approximation consists of describing
the stochastic state variable O'Z-(t) for node 7 at time ¢ with the three deterministic variables
08 Iz-(t), and R\"”. Specifically, we have that SZ-(t) = Prob.[0\" = §], i.e., the probability to
find node 7 in state S at stage t over an infinite number of realizations of the process. Simi-

larly, we have that Ii(t) = Prob.[ay) =[] and Rz(t) = Prob.[ay) = R]. The three deterministic

variables are related by the constraint Si(t) + [i(t) + Rz@ = 1. Further, the approximation
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Figure 5.3: Sensitivity of the spreading outcome to network dynamics. (a) Best
estimates of the critical spreading probability Ag; for randomized versions of the “High
school, 2011”7 temporal network. SIR recovery probability is ¢ = 0. The randomization
consists in reordering the temporal layers only, while the topology of the individual layers is
kept invariant. Each black circle corresponds to a specific realization of the randomization
process. In the visualization, we simply sort the various realizations depending on their A\gy,
value. We display horizontal lines identifying the average Mgz (full black line), the region
corresponding to one standard deviation away from the mean (S\SL + 0(Asz), dashed black
lines), the median value 5\5L (dotted black line), and the actual critical value A. measured
on the non-randomized version of the network (red full line, Table 5.2). (b) Same as in (a),
but for p = 0.25. (¢) Same as in (a), but for x = 0.5. (d) Same as in (a), but for u = 1.

consists in neglecting dynamical correlations among two or more state variables, so that
joint probabilities can be replaced by products among marginal probabilities. For example,
the probability at stage t of the dynamics to find nodes ¢ and j, respectively, in the infected
and recovered states is simply written as Prob.[ai(t) =1, Uj(t) =R]= Ii(t) R§t).

Under INMFA, we can describe SIR dynamics on the temporal network with the following

set of coupled equations:
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The initial conditions are suitably chosen depending on the problem at hand. In our
case, we set Ii(l) =1 for every i € X and Si(l) =1 for ¢ ¢ X, and then use Equations 5.3
and 5.4 to obtain solutions for ¢ > 1. Equation 5.3 tells that the probability that node i is
in the infected state at time ¢ is the sum of two terms: (i) The probability that the node
was already in the infected state at the previous stage of the dynamics but did not recover
and (ii) the probability that the node was in susceptible state and received the infection by
at least one of its infected neighbors at the previous time step. Equation 5.4 instead tells
us that the probability that node ¢ is in the recovered state at time ¢ is the sum of the
probability that the node was already recovered or just recovered at the previous stage of
the dynamics. INMFA neglects dynamical correlation between nodes. Variables are treated
as dynamically independent when instead they are not. In particular, there is a non-zero
probability that spreading may occur simultaneously in opposite directions along the same
edge, thus causing a systematic overestimation of the true probability of infection. Starting
from the imposed initial conditions, one iterates over Equations 5.3 and 5.4 to obtain the
marginal probabilities of all nodes in the network at a given stage of the dynamics. The

relative size of the outbreak at time ¢ is obtained by simply taking the sum

7@ (t
Olhira = N Z '+ R (5.5)

In Figure 5.2, we compare results from the INMFA with ground-truth values obtained
from numerical simulations of the spreading process. Due to the independence among vari-
ables assumed by INMFA | the approximation overestimates the true outbreak size, and under

INMFA the phase transition is expected to happen earlier than in the true dynamical system.
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Nonetheless, we note that INMFA provides a relatively good prediction of the true system

outcome, especially in the subcritical regime and around criticality.

5.2.4 Influence maximization

As influence maximization is a NP-hard problem (9), its solutions can only be approximated.
On static networks, the best available strategy is the greedy algorithm (9), as explained in

Section 2.4.1. We have

xp = arg max (O(Xx_1 Uv)). (5.6)

vEXp 1

Essentially, the best seed set X is built sequentially by adding one node at a time. The
node xy, selected at stage k is the one providing the largest marginal increment of influence
to the existing seed set. We stress that, at each stage k of the algorithm, one needs to
numerically estimate (O(X,_1 Uv)) for all v ¢ Xj_; in order to select x) appropriately, and
simulations must be run independently for each potential seed set A1 Uv. We remark that
the method requires as inputs full topological and dynamical information about the system,
including the actual values of the parameters of the spreading model. In the following, we
denote solutions of the influence maximization problem obtained via the standard greedy
optimization method with the acronym GR.

For the SIR model in static networks, it is known that influence is a growing and submod-
ular function (9), thus greedy solutions are guaranteed to be within a margin 1 —1/e ~ 0.63
from the true optimum (138). On temporal networks, the two above conditions are valid
only for the special case p = 0. However, for p > 0, influence may decrease as the system
size increases, so that the function may also violate the submodularity property (130). As a
consequence, the greedy algorithm does not guarantee a known optimality gap.

The complexity of the algorithm described in Equation 5.6 grows cubically with the
network size, as estimates of the influence of all seed sets are obtained via numerical simula-

tions. Complexity reduction is possible by approximating (O(X)) in some way, so that the
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elementary choice of Equation 5.6 is replaced by

xp = arg max F (X, Uwv). (5.7)

V¢ X

Here we indicated with F'(X Uv) a generic function that estimates the incremental im-
portance of node v ¢ X for the influence of the set X', assuming that influence is not directly
measured. Typical choices of F' leverage parallel and/or partial computation to decrease
computational complexity. For the ICM on static networks for example, the equivalence
of the spreading model with static bond percolation suggests how to decrease algorithmic
complexity without sacrificing performance (18, 139). In (18), F(X Uwv) is defined as the
average size of the clusters that contain node v but no nodes already in X', a quantity that
is equivalent to the targeted ground truth (O(X Uwv)) and that can be computed in parallel
for all nodes. Variations of the methods in (18, 139) are not easily implementable for the
general SIR model, and the temporal nature of the network creates additional challenges.
We implement, however, an approximate version of greedy optimization that uses the IN-
MFA prediction of Equation 5.5 for the definition of the function F. Many other methods
aiming at reducing algorithmic complexity use network centrality metrics for the definition
of F' such that, during the course of algorithm, the score is static (e.g., degree centrality) or
can be quickly recomputed with partial computation (e.g., adaptive degree centrality). On
the basis of previous analyses conducted on static networks (24), we focus our attention on
adaptive degree centrality only.

In the methods above, we made the strong hypothesis that optimization is performed
by knowing in advance that the network is evolving, and how it exactly evolves. Further,
the optimization is performed by being aware of the true spreading dynamics, including the
actual values of the model parameters and the existence of a specific temporal horizon in
the spreading process.

Having full knowledge of all the ingredients of the problem is, however, a strong assump-

tion. In realistic scenarios, it is much more likely to attempt to solve the problem with
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limited and/or noisy information. For example, we may have at our disposal only a flat
and aggregated version of the true network, where temporal information is absent. In this
scenario, we would apply the greedy algorithm to a static network, disregarding completely
the existence of network evolution and the time horizon for the spreading. We would further
be able to identify the critical regime of spreading for the static network only. In essence,
we would still use the same approach as Equation 5.7 where the function F' represents an
approximation of the ground-truth (O) of Equation 5.6. However, the approximation would
not be made with the goal of reducing computational complexity. Rather, it would be en-
forced by the incompleteness of the information at our disposal in the solution of the true
problem.

There are many potential ways in which topological information may arrive to us incom-
plete or noisy. We consider several possibilities listed in Table 5.3. The simplest setting is
what we call SL, where layers are randomly reordered, but all other information required
for the solution of the influence maximization problem is preserved. SL is the same setting
already considered in the study of the sensitivity of the outbreak size to the temporal or-
dering of the network layers (Figures 5.2 and 5.3). We remark that, in the SL setting, we
still rely on the same exact scheme as described for greedy optimization. Thus, to perform
the selection step of Equation 5.7, we run multiple numerical simulations of SIR dynamics
by assuming that we know the true values of the spreading and recovery probabilities of the
spreading model, but also that we believe that the true network dynamics is given by the
specific SL setting at our hand.

We then consider cases where part of the temporal information is not present in our input
data. For example, we consider the setting FL. where only the first temporal layer is used in
the solution of the problem. The setting RL is analogous to FL with the only difference that
one randomly chosen layer is selected to play the role of the static network. In these cases,
we perform standard greedy optimization under the hypothesis of having a static network

topology, and we assume that the critical value of the spreading probability is given by the
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Approximation | Time horizon | Time order | Temporal layers
GR yes yes all

INMFA yes yes all

RND no no none

SL yes no all

FL no no one

RL no no one

ST no no aggregate
AD-F no no one

AD-A no no aggregate

Table 5.3: Identification of influential spreaders in temporal networks. We list here
the various approximations used in the solution of the influence maximization problem. From
left to right, the columns of the table report the acronym of the approximation, awareness
by the approximation about the existence of a temporal horizon in the spreading, awareness
by the approximation about the temporal evolution of the network topology, number/type
of temporal layers used in the approximation. The various approximations are described in
the text.

one of the static network.

We then consider a scenario where temporal information is flattened. The solution to
the influence maximization problem relies on an aggregated version of the network and no
temporal horizon is provided in the estimate of the outbreak size. We name this setting ST.
We perform standard greedy optimization under the hypothesis of having a static network
topology, and we assume that the critical value of the spreading probability is the one valid
for the aggregated static network.

Also, we consider further approximations where the optimization problem is solved using
adaptive degree (AD) centrality computed using full or partial information of the system
topology. Essentially, the function F'(Xj_; Uv) appearing in Equation 5.7 equals the number
of connections of node v with nodes that do not belong to the set A}_;. Specifically, we
consider the approximations AD-F and AD-A where, respectively, the first layer or the
aggregation of all layers are used for the computation of the adaptive degree centrality. The
method in this case relies on topological information only, and there is no need of feeding

the algorithm with information about the spreading model and its parameter values.
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Finally, we consider the setting RND, where the seed set is built by randomly selecting
nodes. This is the only viable option in case nothing is known about the network, and should

provide the worst performance possible.

5.3 Results

We apply the different approximations of Table 5.3 in the identification of the influential
spreaders in the 12 temporal networks constructed from the datasets of Table 5.1. We
consider four distinct values of the recovery probability 4 = 0, = 0.25, p = 0.5, and p = 1.
For each network and p value, we consider the critical value \.(u) of the spreading probability
as shown in Table 5.2. We finally consider separately the cases A = 0.5A.(u), A = A.(p),
and A = 2\.(u) as representative for the subcritical, critical, and supercritical dynamical
regimes, respectively. In summary, for each of the 12 temporal networks we consider 12
distinct combinations of u and A values, so that each approximation for the solution of the
influence maximization problem is tested in 144 different experimental settings.

We stress that the true values of the spreading probability are used only for predictions
under the GR, INMFA, and SL settings. The other methods assume different critical values
for A, and predictions for the various regimes are made using such a value as a reference.
Predictions of all approximations are tested on the ground-truth dynamics. That is, given
a set of predicted seeds, we run numerical simulations of the spreading process using true
parameter values on the true temporal network.

A typical outcome of the systematic analysis we perform is displayed in Figure 5.4. There,
we plot the average value of the relative outbreak size as a function of the relative size of the
seed set. We display results only for a selection of the approximations listed in Table 5.3,
and only for the critical regime of spreading. Results for the other methods, and for other
dynamical regimes, are reported in Appendix C. The best solution is generally obtained
by GR, i.e., the straight implementation of the greedy optimization strategy of Equation

5.6. This is not surprising as the method relies on complete topological and dynamical in-
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formation. Although (O) is not submodular, the shape of the curve indicates an effective
submodular behavior resulting from the maximization process. Results obtained under IN-
MFA are generally very close to (sometimes even slightly better than) those of GR. As one
may expect, the worst performance is obtained by random selection, i.e., RND. Using FL
provides a quite good performance despite other temporal information being neglected. SL,
where one is aware of network evolution, but does not know exactly how the temporal layers
are ordered, displays poor performance. AD-F provides a fair approximation in terms of

performance even though it has no information on spreading dynamics.
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Figure 5.4: Identification of influential spreaders in temporal networks. (a) Average
value of the relative size of the outbreak, i.e., (O(X)), as a function of the relative size of
the seed set, i.e., |X'|/N. The seed set is selected according to some of the approximations
described in the text and listed in Table 5.3. The network analyzed is “High school, 2011.”
Spreading dynamics is critical, with recovery probability u = 0 and A = A.(u) = 0.037. (b)
Same as in panel a, but for g = 0.25 and A = A\.(u) = 0.057. (c) Same as in panel a, but for
w=0.5and A = A.(u) = 0.078. (d) Same as in panel a, but for =1 and A = A\.(u) = 0.116.

We use GR as the baseline for assessing the quality of the solutions obtained under the
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other approximations. Given a network with N nodes, we fix the targeted seed set size to
K = 0.1N. For the generic approximation a, we evaluate the area under the curve of the

spreading impact of the seed set X(®) that the approximation identifies, i.e.,

ga = >_(O(X)), (5.8)

where X,Ea) is the seed set found by the approximation a in the kth step of the optimization
algorithm of Equation 5.7. The definition can be clearly adapted to compute qgg, thus
leading to a metric of performance for the straight implementation of the greedy algorithm
of Equation 5.6. We note that the metric ¢, gives importance to the global impact of the seed
set X I((a ) but also to the order in which nodes are placed in the set K during the optimization
steps of Equation 5.7. We then normalize the performance g, of the generic approximation

a with GR by simply taking the ratio

qa
qGR

Ga = (59)

In Figure 5.5, we report summary results of our systematic analysis. Performance of
the various approximations highly depend on both the parameters p and A\. Many of the
approximations reach nearly optimal performances for small g and A values. As p grows,
having perfect knowledge of the initial topology of the network, such as in the FL or AD-F
approximations, becomes essential to reach good performance. Approximations that do not
rely on such a knowledge lose 10-20% in performance compared to the performance displayed
by the same approximations at low p values.

The analysis so far is based on evaluating the performances of ex-post approximations.
However, in more realistic settings, the observer might only be aware of past snapshots,
and has to make decisions based on the available information. As an illustrative example,
in Figure 5.6, we show the performance results obtained by comparing ex-ante predictions

of the influential spreaders under approximations similar to those we considered earlier.
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Figure 5.5: Relative performances of methods for identifying influential spread-
ers. (a) Performance, as defined in Equation 5.9, of the various approximations listed in
Table 5.3. Performance values are relative to those obtained for GR. The height of the
colored bars indicate average values of the relative performance over the set of the twelve
temporal networks studied, see Table 5.1. Error bars identify minimum and maximum val-
ues of the performance measured over the entire corpus of real networks. We study different
dynamical regimes by selecting different spreading probability values while keeping the re-
covery probability fixed at u = 0. (b) Same as in (a), but for = 0.25. (¢) Same as in (a),
but for = 0.5. (d) Same as in (a), but for p = 1.

Specifically, we name as FL®) the approximation relying on layer ¢ as the only information
available about the network, and with AD-F® the approximation relying on adaptive degree
centrality computed on the tth layer of the network. We use layers t = 1,2, and 3 to make
predictions about the spreaders in the temporal network. The true dynamics starts from
layer ¢ = 3 in the simulations. We measure the performance of our predictions relative to
the best achievable one, here named as GR®=>. The results of Figure 5.6 show that the
lack of information about the initial layer of the dynamics leads to a significant drop in

performance.
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Figure 5.6: Relative performances of methods for identifying influential spreaders.
(a) Same as in Figure 5.5(a) with the difference that the ground-truth dynamics is started
at time ¢t = 3 instead of time ¢ = 1. Predictions using the GR®, FL® and AD-F® approx-
imations are based on perfect knowledge of the network topology/dynamics, but under the
assumption that spreading starts at time ¢. (b) Same as in (a), but for g = 0.25. (c¢) Same
as in (a), but for p = 0.5. (d) Same as in (a), but for p = 1.

5.4 Conclusion

Irreversible spreading models, such as the SIR model, display outcomes that strongly depend
on the initial conditions. Such a sensitivity is already apparent in static networks, but it
gets amplified when the network exhibits temporal changes on a timescale comparable with
the one of the spreading dynamics. While seeking solutions to the problem of influence
maximization, sensitivity of the spreading outcome to initial conditions is further extremized.
Indeed, our systematic analysis shows that good solutions to the influence maximization
problem require accurate knowledge of the network dynamics, especially regarding the order
in which network edges appear in the system. Also, one of our most important numerical
findings is that having knowledge of only the first snapshot of a temporal network is still

sufficient for identifying influential spreaders effectively. The topological characteristics of
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the nodes selected as spreaders depend on the dynamical regime. If the recovery probability
i is large, then nodes that are central in the first few layers are good spreaders. If pu is
small instead, then nodes that are central on average over all layers are good spreaders. For
example, we see that AD-F outperforms AD-A in all settings except for the subcritical and
critical regimes when p = 0.

Our main analysis is based on the evaluation of the performance of different ex-post
approximations. In practical settings, however, it may be more realistic to expect the ob-
server to be aware of past snapshots of a temporal network, and use this information to
make predictions about top influencers for a future spreading process taking place on tem-
poral network layers with unknown topology. When we compare the performances obtained
by comparing ex-ante predictions of influential spreaders under approximations similar to
those we considered before, we see that the lack of information about the initial layer of
the dynamics leads to a significant drop in performance. Even a small delay between the
last known layer and the start of the process may significantly affect the results. This fact
indicates that further research is needed to design effective methods for the prediction of

influential spreaders in temporal networks.
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6 Effective submodularity of influence maximization on temporal networks

6.1 Introduction

In Chapter 5, we studied the influence maximization problem under the susceptible-infected-
recovered (SIR) model on temporal networks. We performed a systematic analysis on 12 real-
world temporal networks and analyzed the performances of different approximation methods
that have different levels of knowledge on the network topology and dynamics. We found
that complete knowledge of a network, but in an aggregate way, is not helpful in solving the
problem effectively. On the other hand, knowledge of the initial stages of the network helps
to find good solutions to the influence maximization problem. The influence function of the
SIR model on temporal networks is not submodular, except for the trivial case when the
model is equivalent to the SI model (i.e., p = 0). However, the solutions provided by the
greedy algorithm proved to be good upper bounds for the performances of other methods
to identify influential spreaders. This fact suggests that even though there is no theoretical
proof of the performance of the greedy algorithm, in practice the optimization strategy is
effective in approximating solutions to the influence maximization problem. This brings the
questions of how often the condition for submodularity is violated and how far the solutions
of the greedy algorithm are from the ground-truth optimum.

We answer the above questions in this section. In particular, we provide evidence for an
effective submodular behavior of the influence function under greedy optimization. Results
of our analysis show that the condition for submodularity is violated frequently for randomly
selected seeds. However, when seeds are selected with the greedy algorithm, the frequency
drops almost to zero, especially for real-world networks. Also, we show that the solutions
of the greedy algorithm have a performance very close to the optimal solution found with

brute-force search.
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6.2 Methods
6.2.1 Temporal networks

We model temporal networks the same way as in Section 5. A temporal network is repre-
sented as a collection of T ordered network layers, namely, A, AM . A® AT-D each
representing the topology of the system at a specific time. All layers of a temporal network
are composed of the same N nodes, with labels uniquely identifying the nodes across the
layers.

There are R(N,T) = 97(2) total possible temporal networks with N nodes and T' layers.
There are, in fact, 92(2) different labeled networks with N nodes. Those networks can be
permuted in (2(15))T ways, where permutations also include repetitions.

We consider exhaustive enumerations of all possible temporal networks in only one ex-
periment. Clearly, we choose very small values of the parameters N and 7' to make the

enumeration computationally feasible. In all other experiments, the space of potential tem-

poral networks is sampled by either constructing synthetic models or leveraging real data.

6.2.2 Synthetic temporal network model

We generate random temporal networks with correlated layers. Specifically, the layer A¢+D

of the temporal network is obtained by copying all the edges in the layer A®), and then
shuffling with probability r the end points of each individual edge with those of another
random edge. For instance, if the edge (7, j) undergoes shuffling, we first select at random
another edge (v,w). We then verify that the edges (i,w) and (v, j) are not yet present in
the network. If they are present, we select another edge (v,w) and repeat the operation.
Otherwise, we shuffle their end points in the sense that the edges (4, j) and (v, w) are removed
from the network, and they are replaced by the edges (i, w) and (v, j). The above procedure of
shuffling the end points of edges keeps the degree sequence of the network layers unchanged.

For r = 0, we have A®D = A® for all ¢, i.e., layers are perfectly correlated and the
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temporal network is essentially a static network. For r» = 1, all edges are surely shuffled,
so no correlation exists between A1) and A® except for the fact that they have the same
degree sequence. In our experiments, we start by generating the first layer A according to
the Erdés-Rényi model (140) with average degree k.

Also, we consider a simple uncorrelated model where all layers are generated according
to the Erdos-Rényi model with average degree k. Networks of this type are statistically
equivalent to those created according to the model above with reshuffling probability r = 1,
with the only difference that whereas the average degree of the network is invariant across
network layers, the degree sequence is not preserved across network layers. In all cases where
the value of the parameter r is not specified, we will take advantage of this simple model to
generate uncorrelated random temporal networks.

We note that the hypothesis of having an average degree that is invariant across layers
is not necessarily a characteristic of real-world temporal networks. To study the problem
of influence maximization in realistic settings, we generate temporal networks directly from

real data without the need to make any assumption.

6.2.3 Real-world temporal networks

We use 12 empirical datasets containing time-stamped interactions between pairs of nodes.
The datasets used are the same ones used in Section 5, and the networks are constructed

from these datasets following the exact same procedure. The networks used are listed in

Table 5.1.

6.2.4 Spreading dynamics

We consider the discrete version of the susceptible-infected-recovered (SIR) model for spread-
ing dynamics. We use the same model as in Section 5. However, to properly compare the
importance of the initial conditions on the long-term behavior of the model, we generate

individual instances of the SIR model in a slightly different manner. Under this procedure,

81



the difference in impact of different initial conditions is measured on identical, deterministic
dynamical systems. We then average the difference over multiple individual instances of the
SIR model.

Before starting any dynamics on the network, we generate the rth instance of the SIR
model with parameters A and p by determining the propensity of individual edges to spread
the infection and the propensity of individual nodes to recover at particular instants of time.
Specifically, for each edge (7, j) appearing at time ¢, we set the spreading propensity of the
edge pE:)J)(t) = 1 with probability \; otherwise, we set pE:)j) (t) = 0. Also, we set the recovery
propensity of node i at time t as pgT)(t) = 1 with probability p, and pgr) (t) = 0 otherwise.

Once propensities of edges and nodes are set for all temporal layers of the network, SIR
dynamics can be run in a deterministic fashion starting from the initial condition ¢(t = 0) =

lo1(t = 0),...,0n(t = 0)], where 0;(0) = S, I, or R. Please note that the initial condition

does not depend on the actual realization of the SIR model. The rules that determine the

(r)

dynamics for ¢ > 0 are as follows. Indicate with o; ’(¢) the dynamical state of node ¢ at time

t in the rth realization of the SIR model. We have that

o) =S
o(t+1) =S if A : (6.1)
Bilol (1) = T Apl(0) =1

meaning that node ¢ remains in the state S if it does not get in active contact with any

infected neighbor. Also, we have that

ct+1)=Tif () =TAp" () =0 (6.2)

)

and
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ol (t) =S
ot +1)=1if A . (6.3)
Lo} (t) =T A pl7 (1) =1

Equation 6.2 describes the case of a node already infected that does not recover. Equation
6.3 accounts instead for the change of the dynamical state of the node 7 getting infected
because of an active contact with at least one infected neighbor. Finally, we have that

o) =Inp"(t) =1
ot +1)=Rif V : (6.4)
ol”(t) = R
i.e., node 7 recovers if infected and prone to recovery at time ¢, or it does not change its
state if it already recovered. After all the above operations are executed for all nodes 7, time
increases as t — t + 1.

Assuming that network evolution and spreading dynamics happen in discrete time and
precisely at the same time scale simplify the numerical and analytical analysis of the dy-
namical system. We expect results obtained under these simplifications to be valid also for
temporal networks evolving in continuous time as long as the duration of individual edges
is sufficiently homogeneous and provided that the SIR model is reformulated in continuous
time (32). We recognize, however, that our framework should likely fail to properly describe
SIR dynamics happening on temporal networks characterized by heterogeneous activity of
the edges.

In our experiments, we restrict our attention to initial conditions where all nodes are
in the susceptible state except for the nodes in the seed set X which are in the infected
state, i.e., o;(t = 0) = I'if i € X and 0;(t = 0) = S if i ¢ X. Starting from such initial
configurations, the dynamics in a network with 7" layers is simulated until the stage T. The

outbreak size O™ (X) at the end of the rth realization of the process is calculated as the
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total number of infected and recovered nodes at T, i.e.,

N
. 1
0¥ =52, [102"><T>J * ]IUET')(TLR] ’
i=1

where 1, , is the identity operator, i.e., 1, = 1if x =y and 1., = 0 otherwise.

We indicate the marginal gain in influence of adding node v to the seed set A" as
0P (v) = 0(X U {v}) — OV (X). (6.5)

We estimate the influence of the set X by taking the average value of the outbreak size

over R independent realizations of the SIR model, i.e.,

1 R

(O(X)) = EZO(”(?{)- (6.6)

r=1

6.2.5 Influence maximization

Influence maximization is defined as in Chapter 5.2.4. Exact solutions of the problem are

N

K) ways of choosing K seed nodes out

obtainable via brute-force search over all possible (
of N total nodes in the network. For each of these candidate sets, the influence function
of Equation 6.6 should be evaluated. Clearly, the brute-force search can only be applied

on relatively small networks and small seed set sizes. In most of the practical settings, the

solution of the problem of Equation 5.6 can be only approximated.

6.2.6 Greedy optimization

Approximate solutions to the problem can be obtained using a greedy optimization algo-
rithm, defined as in Chapter 5.2.4. On static networks, the influence function of Equation
6.6 is a submodular function with non-negative marginal gains. These two properties guar-
antee that the solution provided by the greedy algorithm is at max 1 — 1/e times away from

the ground-truth optimal solution (138). On temporal networks, such an optimality bound is

84



guaranteed only for . = 0. For p > 0, the influence function is not necessarily a submodular
function with non-negative marginal gains, hence there is no guarantee on the optimality

gap for the solutions obtained via the greedy algorithm (130).

6.2.7 Submodularity

In their work, Kempe et al. showed that the influence function of Equation 6.6 on static
networks has non-negative marginal gains and is a submodular function (9).

The influence function has non-negative marginal gains if

OA(U) >0, (6.7)

for any set A and for any node v. Influence is a submodular function if it satisfies the

submodularity or “diminishing returns” condition, i.e.,

Oa(v) > Op(v) , (6.8)

for all nodes v ¢ B and for all sets of nodes A C B. This means that the marginal gain
obtained by adding node v to the set A, a subset of B, must be greater than or equal to the
marginal gain obtained by adding node v to the set B.

As we already mentioned, properties of Equations 6.7 and 6.8 hold for the SIR model on
static networks. They hold for temporal networks too as long as the recovery probability
1 = 0. However, they are generally not valid on temporal networks for u > 0. Violations
of the condition of Equation 6.8 may happen in three main ways, as illustrated in Figure
6.1a. Four scenarios are realized depending on whether the marginal gains O 4(v) and Op(v)
are non-negative or negative. For O4(v) > 0 and Og(v) < 0 in (ii), the diminishing returns
condition holds; for O4(v) < 0 and Og(v) > 0 in (iii), the diminishing returns condition
is violated. In the other two scenarios illustrated in panels (i) and (iv), it depends on the

actual values of the marginal gain.
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Figure 6.1: Violation of the necessary conditions for the submodularity of the
influence function on temporal networks. For simplicity, we consider the deterministic
case of the SIR model where the probabilities of infection and recovery are A = = 1. (a) We
display four possible scenarios for the marginal gain of adding node v to sets A and B, where
A ={x},B ={x,y},v = z. The cases are separated on the basis of the marginal gains being
negative or not. The marginal gains in the four scenarios are: (i) O4(v) = 1,05(v) = 2, (ii)
O4(v) = 1,0p(v) = —1, (ili) O4(v) = —1,05(v) = 0, (iv) O4(v) = —2,0p(v) = —1. The
inequality 6.8 is violated in (i), (iii), and (iv). (b) A counter-example for the submodularity
of the influence function. Let A = {z}, B = {x,y},v = z. Green circles denote nodes in the
susceptible state, red squares denote nodes in the infected state, and yellow triangles denote
nodes in the recovered state. (c) A counter-example for the y-weakly submodularity of the
influence function. Let A = {w}, B = {z,y, z}.
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The inspection of Figure 6.1a reveals that violations of the conditions necessary for the
submodularity property are caused by recovered nodes blocking the paths of future infections.
In static networks, a recovered node would already have exploited any possible path to infect
its neighbors. The difference in temporal networks is that the neighbors of a node change in
time. This means that the infection and recovery time of a node are fundamental factors that
determine which paths are effectively used by the infection to propagate. In particular, an
early infection of a node may be detrimental for the long-term fate of the spreading process
just because once recovered the node may block paths that would have been otherwise

available if the node was still in the susceptible state.
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For example, in Figure 6.1b we set A = {z},B = {z,y} and v = z. We also set
A = p = 1 for simplicity. Each row shows the initial conditions at ¢ = 0 for the seed sets
A, AU, B, and B U v, respectively. Infections and recoveries occur at t =0 and t = 1, and
the final configuration is seen at ¢ = 2, where no more infections or recoveries happen. From
Figure 6.1b, we can see that O(A) = 3 in (i), O(B) = 4 in (ii), O(AUv) = 2 in (iii), and
O(BUwv) =4 in (iv). Here, the condition of Equation 6.8 is violated. The main reason of the
violation is the premature infection of node z. The marginal gain of adding node z to set A
is O4(z) = —1. z recovers at t = 1, thus is not able to infect w. The infection could have
occurred if the node was susceptible at the beginning of dynamics. So, by adding node z to
the set A, the path to infecting node w is blocked by the premature infection and recovery
of node z, thus decreasing the total outbreak size at the end of the dynamics.

A toy example of how multiple, misplaced seeds may have dramatic consequences on
the size of the outbreak is provided in Figure 6.2. This is a rather specific and unrealistic
example, where a single edge is present at each layer. We expect, however, that the very
same issue, although in more complicated forms, is at the basis of violations of the necessary

conditions for the submodularity of the influence function in real temporal networks.

6.2.8 ~-weakly submodularity

After showing that the influence function is not submodular, we can test weaker definitions of
submodularity that would give us looser optimality gaps. In their work, Santiago and Yoshida
defined ~-weakly submodularity for non-submodular functions (141). In their definition, a

function is y-weakly submodular when

> 04(v) 2 min{104(8). ~0a(5)) (69

veEB

for any disjoint sets of nodes A and B. In the above inequality, 0 < v < 1. When the
inequality holds, it is possible to find a solution with a so-called randomized greedy algorithm

resulting in an optimality gap equal to 1 — ve~1/7.
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t=N-2

Figure 6.2: Blocking paths of future infections with additional seeds. We display a
toy network where increasing the number of seeds have catastrophic effects on the outbreak
size of the spreading process. For simplicity we consider the deterministic case of the SIR
model where the probabilities of infection and recovery are A = u = 1. Setting node 1 as the
only seed of the process leads to maximum spread in the network, i.e., O({1}) = 1. However,
adding another node 7 > 1, except for node IV, to the seed set generates a reduction in the
influence function, i.e., O({1,i}) = i/N.

Unfortunately, the influence function of the SIR model on temporal networks is not -
weakly submodular. An example of the violation of the condition of Equation 6.9 is shown
in Figure 6.1c. We select A = {w}, B = {z,y,2} and A = p = 1. The marginal gains are
OA(B) =1,04(z) = =1,04(y) = 0, and O4(z) = 1. The left hand side of the inequality 6.9
reads ) s O4(v) = 0. This means that for the inequality to hold we need v = 0 or v = 0o
because O 4(B) = 1. However, the definition of v-weakly submodularity requires 0 < v < 1,

meaning that the inequality does not hold.

6.3 Results

There are temporal networks where the inequality 6.8 is violated, and the influence function
is not submodular. In these situations, the greedy algorithm does not provide any guarantee
on the optimality of its solutions. However, it is still possible that the algorithm provides
solutions close enough to the ground-truth optimum. To investigate this property, we perform

a systematic analysis on synthetic and real-world networks.
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6.3.1 Synthetic temporal networks

We calculate the frequency of violations of the inequality 6.8 as

oAB.0) = 1 ST HOP () - 0 w)) (6.10)

where A C B and v ¢ B, and H(z) is the Heaviside step function, i.e., H(z) =1if 2 > 0
and H(z) = 0 otherwise. Please note that Og) (v) and Og) (v) are both computed on the
same rth instance of the SIR model.

In Figure 6.3a, we consider all the R(N = 4,7 = 3) = 262,144 possible temporal
networks that can be formed with N = 4 nodes and T' = 3 layers. Indicating the four nodes
of the network as v,w,z, and y, we set A = {y} and B = {z,y}. Please note that since
we are considering all possible networks, the choice of the sets is irrelevant for our purposes.
For a given network, we compute Equation 6.10 over R = 100 SIR model instances for each
combination of u and A values. We then take the average value of g(A, B, v) over all possible
networks to generate the heatmap of Figure 6.3a. For A = 0.00, the influence function is
submodular, there is no spreading, and O4(v) = Op(v) = 1. For u = 0.00, the spreading
model becomes equivalent to the SI model, which displays a submodular influence function
in temporal networks. For other A\ and p values, violations of the inequality 6.8 are observed,
maximum frequency of violations is registered for = 1.00 and A = 0.90.

We repeat a similar analysis on random temporal networks with N = 100,7T = 10,k = 5,
and 7 = 1. Results are reported in Figure 6.3b. For each run of the SIR model, we select
three nodes at random, namely x,y, and v. We compose the sets A = {y} and B = {z,y},
and compute Equation 6.10. Results in the figure are obtained by averaging g(.A, B, v) over
40 runs of the SIR model, and over 50 realizations of the random temporal network. The
pattern revealed from the figure is similar to one obtained from the exhaustive analysis of
Figure 6.3a.

Finally, in Figures 6.3c and 6.3d, we report results for two real-world temporal networks.
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Figure 6.3: Violations of the submodularity condition on temporal networks. (a)
We display the frequency of violations of the diminishing returns inequality, i.e., g as defined
in Equation 6.10, on random synthetic networks of size N = 4 as a function of the SIR
parameters A and p. In the computation of Equation 6.10, the sets A and B, and node v are
selected randomly with |A| =1, |B| = 2, and A C B. The simulations are run on a network
with N = 4 and T' = 3, and all possible configurations with this specific parameters have

been used for the experiments. (b) Same as in panel (a), but only on a random temporal
networks with N = 100,7 = 10, k = 5, and r = 1. Results are averaged over 50 networks.
The dashed black line shows the critical threshold values A.(u) averaged over 10 networks.
(c) Same as in panel (a), but for the real-world temporal network “High school, 2012.” The
dashed black line shows the critical threshold values A.(x). (d) Same as in panel (a), but for

the real-world temporal network “Hypertext, 2009.”

In this specific case, we still select nodes at random, namely z,y, and v to compose the sets
A ={y} and B = {z,y}. We compute Equation 6.10 using R = 2,000 SIR simulations. For
each realization, we randomly select the nodes z,y, and v. The pattern observed is similar
to those of the previous two cases, although we observe less violations than in the case of
random temporal networks. Also, we observe that the probability to observe a violation of

the submodularity inequality is much higher in supercritical regime than in the subcritical
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regime. The dynamical regime of the SIR process on the network is supercritical if A > A.(u),
and subcritical for A < A\.(u). Here, A.(u) is the critical value of the spreading probability
for a given value of the recovery probability p.

We systematically study violations of the submodularity condition in random temporal
networks. In Figure 6.4, we display the frequency of violations for different N, Tk, and r
values. In each of our experiments, we first generate a network with a given set of parameters.
Then, we select three nodes, namely z, y, and v, at random. We form the sets A = {y}
and B = {z,y}, and use these sets together with node v in Equation 6.10 to tell whether
the inequality is violated or not. Please note that we consider 4 = A = 1.00 in this set
of experiments, so only one realization of the SIR model is possible. We consider 10,000
networks, and record the average number of Equation 6.10 over such an ensemble. From
Figure 6.4, we see that as N increases, the frequency of violation increases. For increasing
T, we observe a phase transition from almost no violations to a non-null plateau value. For
increasing k, there is a value where the frequency of violations of the diminishing returns
property reaches a maximum; instead, when the network is either too sparse or too dense,
the frequency drops to zero. As r increases, we see an increase in the violation frequency.
Note that for » = 0, all the layers of the network are the same, meaning that the network is
static and the influence function is submodular.

In Figure 6.4, we reshuffle edges with probability »r = 0.2. However, a similar phe-
nomenology can be obtained by creating layers independently as shown in Figure 6.5. Given
the similarity of the results, from now on, we focus our attention on the simpler model where
random temporal networks are composed of layers generated independently.

Also, we measure the frequency of violations of the inequality 6.7 as

GA ) =1 }l% SO HOY (v) (6.11)

The above equation quantifies how often the addition of the node v to the set A generates

a marginal loss in the influence function. Results of our analysis are reported in Figure

91



0.41 0.41 i
(¥)) I‘ ................
g i
| i —— N=100
5 02 Loeen=== N=200
L e S N=1000
O —-— N=10000
> 0.04 ‘ ‘ .01 e ‘
- 0 2000 4000 10 20 30
O number of nodes number of layers
9
(c) (d)

C o4l |
o 04 0.4
)
o
D 0.2 0.2,
Y

0.01 ‘ | 0.0L: ‘ ‘

10 20 0.0 0.5 1.0

average degree reshuffling probability

Figure 6.4: Violations of the submodularity condition in synthetic temporal net-
works. In all panels, unless stated otherwise, we consider 10,000 networks composed of
N = 200 nodes, average degree k = 5, total number of temporal layers T' = 10, and proba-
bility of edge shuffle between consecutive layers r = 0.2. SIR parameters are A\ = u = 1.00.
(a) We display ¢ in Equation 6.10 as a function of N. (b) We display g as a function of T’
for different values of N. (¢) We display g as a function of k. (d) We display g as a function
of r.

6.6. We set A = u = 1.00, and consider R = 1 SIR simulations; in each simulation, we
select at random two nodes, namely = and v. We set A = {z}. We estimate g by taking
the average over 10,000 different networks; for each network we sample A and v once. We
observe that the frequency for observing a marginal loss by adding a node follows a very
similar behavior as the frequency of violations of the submodularity inequality, see Figure
6.4. We take advantage of this similarity and focus our attention on marginal loss cases from
now on, rather than measuring violations of the submodularity inequality. This allows us
to alleviate some computational burden without altering the conclusions of the numerical

analysis. We can in fact safely assume that the pattern of violations of the inequality 6.7
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Figure 6.5: Violations of the submodularity condition in synthetic temporal net-
works. Frequency of violations of the inequality 6.8 on synthetic network models with
N =100,T = 10, k = 5 unless stated otherwise, and SIR parameters A = p = 1.00. (a) g in
Equation 6.10 as a function of N. Results obtained for » = 1.0 (black curve) are compared
to the results obtained when layers in the temporal network are created independently (red
curve). (b) We display g as a function of T'. (c) We display ¢ as a function of k.

are similar to the pattern of violations of the condition of Equation 6.8.
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Figure 6.6: Violations of the condition for marginal gain in synthetic temporal
networks. Frequency of marginal loss cases with random seeds on random temporal net-
works for N = 100,7T = 10, k = 5 unless stated otherwise, and SIR parameters A = p = 1.00.
(a) g in Equation 6.11 as a function of N. (b) We display g as a function of 7. (c) We display
g as a function of k.
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All the results presented until now used A = p = 1.00. In Figure 6.7, we show results
valid for A < 1.00 and g < 1.00. We see that the frequencies of inequality violations decrease
as the recovery probability u decreases, indicating that with a low recovery probability, it is

less likely to observe violations of the inequality 6.7.
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Figure 6.7: Violations of the condition for marginal gain in synthetic temporal
networks.We measure the frequency of violations of the condition of marginal gain for
the influence function using g as defined in Equation 6.11. We analyze random temporal
networks composed of N = 100 nodes and 1" = 10 layers. We consider different values of the
average degree k, and of the SIR parameters A and p. In the estimation of Equation 6.11
we select A and v randomly, and we average over R = 40 instances of the SIR model. We
further take the average over 50 temporal networks.

All results we obtained so far indicate that violations of the inequalities 6.7 and 6.8 may
occur frequently if tested for sets of randomly chosen nodes. It is, however, natural to ask
whether such an observation is valid also when nodes are selected according to the greedy
optimization protocol of Equation 5.6. In our tests, we measure the marginal gain obtained
by adding the kth node at the kth stage of the greedy algorithm. We perform the tests on
2,000 random temporal networks for various values of the parameters N, T, and k. SIR
simulations are performed for A = pu = 1.00. Results are obtained by averaging Equation

6.11 over the various network realizations, and are reported in Figure 6.8. The frequency of
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violations of the inequality 6.7 under greedy selection decreases significantly compared to the
case where nodes are randomly selected. For the initial stages of the greedy algorithm, the
frequency is almost zero; we only start seeing non-null cases of marginal loss in late stages of
the algorithm. We do not show the results, but we observe that, for A < 1.00 and p < 1.00,
the frequency of marginal loss becomes almost zero when selecting up to 10% of all nodes

as initial spreaders.
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Figure 6.8: Violations of the condition for marginal gain in synthetic temporal
networks under greedy selection. We measure the frequency of marginal losses using
g as defined in Equation 6.11 on random temporal networks for different sizes of A. In all
panels, unless stated otherwise, we consider networks composed of N = 100 nodes, T' = 10
layers, and average degree k = 2.5. (a) We display g as a function of N. (b) We display ¢
as a function of T'. (¢) We display g as a function of k.

6.3.2 Real-world temporal networks

We analyze the frequency of violations of condition of Equation 6.7 on real-world temporal
networks. We conduct our analysis on the networks shown in Table 5.1. Results of our
analysis are reported in Figure 6.9. We observe the same phenomenology as for the case of
random temporal networks. If initial spreaders are selected randomly, then the number of

configurations for which inequality 6.7 does not hold is not negligible. On the other hand,
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if spreaders are chosen according to the greedy strategy, then cases where the inequality
6.7 is violated are almost non-existent. This finding suggests that, even though the right
conditions to apply greedy optimization are not satisfied, in practice the greedy algorithm

might still work as intended, finding solutions close to the ground-truth optimum.
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Figure 6.9: Violations of the condition for marginal gain in real-world temporal
networks. We measure the frequency of marginal losses using g as defined in Equation
6.11 on the real-world temporal networks listed in Table 5.1. Results are displayed as full
black curves. Labels of the various panels reflect those appearing in the table. The SIR
parameters are A = p = 1.00, so that R = 1 in Equation 6.11. We select A and v randomly
10,000 times, and display the average value of the violation of marginal gains. The red
dashed curves represent the frequency values when seeds are selected according to greedy
optimization. Each panel corresponds to a real-world temporal network: (a) Email, dept.
1; (b) Email, dept. 2; (¢) Email, dept. 3; (d) Email, dept. 4; (e) High school, 2011; (f)
High school, 2012; (g) High school, 2013; (h) Hospital ward; (i) Hypertext, 2009; (j) Primary
school; (k) Workplace; (1) Workplace-2.

6.3.3 Greedy maximization against brute-force optimization

After showing that the greedy algorithm finds solutions characterized by negligible violations

of the condition 6.7, we also want to see how close greedy solutions are to the ground-truth
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optimal solution. To this end we apply brute-force optimization to find seed sets of small
size in both random and real-world temporal networks. We then compare these solutions to
those obtained using greedy optimization and random selection. Results from all our tests
are summarized in Tables 6.1 and 6.2. Results for a few sample cases are reported in Figure
6.10. In general, we observe that the greedy algorithm is almost optimal. In particular, the
performance of the greedy algorithm is far above the 1—1/e bound that would be valid if the
influence was indeed a submodular function with non-negative marginal gains. At the same
time, we see that random selection performs poorly, generating outbreak sizes well below the

optimality bound.
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Figure 6.10: Optimal selection of influential spreaders in temporal networks. (a)
We display the influence function of Equation 6.6 as a function of the size of the set of
influential spreaders X. Different methods for the identification of the influential spreaders
are used, either brute-force search (black), greedy optimization (red) or random selection
(blue). We also display the 1 — 1/e bound from the brute-force solution (green). Results
are valid for a random temporal network composed of N = 200 nodes, 7' = 10 layers, and
average degree k = 1.5. SIR parameters are A = p = 1.00. (b) Same as in (a) but for
A =0.25 and g = 0.50. (c¢) Same as in (a) but for the real-world temporal network “High
school, 2012.” (d) Same as in (c¢) but for A = 0.10 and p = 0.25.
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N pl[X[=2]X[=3]]x[=4]]X[=5
1.00 | 1.00 | 99.0% | 98.8% | 98.4% | 98.2%
0.50 | 1.00 | 99.6% | 99.3% | 99.1% | 98.7%
0.25 | 1.00 | 100.0% | 99.3% | 98.9% | 98.5%
0.50 | 0.50 | 99.7% | 99.6% | 99.5% | 99.4%
0.25 | 0.50 | 99.6% | 99.6% | 98.9% | 98.8%
0.10 | 0.50 | 98.8% | 98.3% | 98.6% | 98.5%
025 | 0.25 | 98.9% | 99.3% | 99.1% | 99.1%
0.10 | 0.25 | 99.6% | 99.1% | 99.3% | 99.3%
0.05 | 0.25 | 99.2% | 99.0% | 98.6% | 98.7%

Table 6.1: Greedy selection of optimal spreaders in real temporal networks. We
report the average outbreak size of the seeds found by greedy algorithm on various networks
relative to the optimal solution found with brute-force optimization. The results are averaged
over all real-world temporal networks listed in Table 5.1. We excluded “Email, dept. 17 and
“High school, 2013” due to their size.

N ax[=2 [ X[=3][x[=4
1.00 | 1.00 | 99.2% 98.4% 98.1%
0.50 | 1.00 | 97.9% 97.6% 97.1%
0.25 | 1.00 | 100.0% | 100.0% | 100.0%
0.50 | 0.50 | 99.6% 99.4% 98.7%
0.25 | 0.50 | 99.7% 99.3% 98.9%
0.10 | 0.50 | 100.0% | 100.0% | 100.0%
0.25 | 0.25 | 99.4% | 99.4% | 99.4%
0.10 | 0.25 | 99.7% | 99.8% | 99.8%
0.05 | 0.25 | 100.0% | 100.0% | 100.0%

Table 6.2: Greedy selection of optimal spreaders in synthetic temporal networks.
We report the average outbreak size of the seeds found by greedy algorithm on random
temporal networks relative to the optimal solution found with brute-force optimization. The
results are averaged over random temporal networks created with all combinations of the
parameters N = 200,7 € {5,10}, and k € {1.3,1.4,1.5,1.6,1.7,2.0,2.5}.

6.4 Conclusion

In spreading processes occurring on temporal networks, the influence function is not a sub-
modular function, and yet greedy optimization provides performances far better than those

of other heuristic methods (26). Here, we investigated the reasons behind such effectiveness
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of the greedy strategy. We measured violations of the necessary conditions for the submod-
ularity property. We observed that the premature infection and recovery of some nodes may
have detrimental effects on the outbreak size, which in turn bring violations of the necessary
conditions for the submodularity property. In our systematic analysis, we showed that vio-
lations occur frequently if seeds are selected at random. When seeds are selected according
to the greedy optimization protocol, we observe that the frequency of violations is much
lower in random temporal networks and non-existent in real-world temporal networks. This
finding suggests that even though the function to be optimized does not satisfy the strict
definition of a submodular function, in practice it behaves as an effectively submodular func-
tion under greedy optimization. As a matter of fact, solutions found by the greedy algorithm
are as good as expected for optimization problems involving truly, mathematically speaking,
submodular functions. To actually test this hypothesis, we compared greedy solutions to
ground-truth solutions in small networks and for small sizes of the seed sets. We observed
that in all considered cases, the performance of the greedy algorithm is very close to the
optimal solution. On average, the greedy algorithm has a performance of, at worst, 97%
in random temporal networks and, at worst, 98% in real-world temporal networks. This
is much higher than the optimality guarantee of 63% for the greedy algorithm in static
networks and also much better than the performance that can be achieved with randomly
selected nodes. The fact that greedy optimization generates quasi-optimal solutions to the
influence maximization problem on temporal networks is associated with its ability of avoid-
ing the selection of seeds whose premature recovery would block future infection paths. We
believe that this ability is not related to the specific protocol of optimization, rather to the
fact that the optimization procedure relies on direct measurements of the influence function.
We expect that any other optimization algorithm that uses dynamical information should
be able to achieve similar performance by learning about the blocking effect of some nodes
via measurements of the influence function. Also, the great effectiveness displayed by the

greedy optimization strategy might indicate the effective existence of a tight lower bound on
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the performance of the greedy algorithm in solving the influence maximization problem on
temporal networks. We leave to future research the challenging task to formulate a theory

for such a performance guarantee.
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7 Conclusion

In this thesis, we study the influence maximization problem in complex networks. We first
consider the traditional setting for the influence maximization problem, where the analysis
is done on static networks. We also propose machine learning methods to improve the suc-
cess in identifying influential spreaders. Furthermore, we analyze the influence maximization
problem under non-traditional, but more realistic settings, such as in the presence of miss-
ing or imperfect information, and in temporal networks where interactions in networks are
temporary. Finally, we analyze the characteristics of the influence maximization problem in
temporal networks, where the problem is harder to solve than in static networks. The ideas
and methods used in the thesis are presented in Chapters 1 and 2, while the results of our
analysis are presented in Chapters 3, 4, 5, and 6.

In Chapter 3, we systematically compare the performances of methods for identifying
influential spreaders in static networks. We analyze the performance of heuristic methods
that rely on network structure in identifying influential spreaders, and compare the results
to greedy optimization, which is the state-of-the-art in influence maximization. We show
that simple heuristics that are much faster than greedy optimization can achieve results that
are comparable to the maximally achievable solution. This is especially true when spreading
regime is either subcritical or critical. We further show that by combining individual methods
and using machine learning, we can train models to learn from a subset of networks, and find
influential spreaders in unobserved networks. This substantially increases the performance
of heuristic methods without increasing the complexity of the algorithms. We observe all
the aforementioned results on a large corpus of small /medium sized real-world networks, and
also confirm them on a small set of large sized real-world networks, showing that the results
are consistent across networks with different sizes.

We analyze the affects of noisy information in Chapter 4. The methods that are used

to collect empirical data, which in turn are used to create networks, are prone to error. In
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order to account for the possible existence of errors in data, we study the effectiveness of
algorithms for identifying influential spreaders in the presence of noise. We consider two
types of sources for noise. The first source is structural noise where either true edges are
not recorded in the empirical data, or false edges have been recorded. The second source
for errors is dynamical noise, which is the difference between the true spreading probability
and our knowledge of it. Implementing the two types of noise and analyzing their effects
both by themselves and in combination, we observe that in certain cases the existence of
one type of noise can be compensated via artificially implementing the other type of noise.
This simple solution does not require any methods such as link prediction to be used, and
increases the efficiency of algorithms when identifying influential spreaders in static networks
in the presence of structural and dynamical noise.

In Chapter 5, we study the influence maximization problem on temporal networks. In
previous chapters, our analysis focused on static networks. In the real-world, many systems
have time-varying characteristics. In many real-world networks, nodes can appear and dis-
appear, and maybe even more importantly, interactions between nodes last only for a certain
time frame. The complex nature of these interactions create dynamics that are fundamen-
tally different than the dynamics in static networks. This suggests that the results we have
observed for the influence maximization problem in static networks are not necessarily true
for temporal networks. Thus, we analyze the influence maximization problem in temporal
networks using greedy optimization and approximation methods. Even though the influ-
ence function is not submodular for the spreading model considered, we observe that greedy
optimization consistently provides good solutions. Analyzing the results for approximation
methods gives us clues about the importance of the availability of information in different
scenarios. We observe that having knowledge of the initial phases of a temporal network is
important in identifying influential spreaders, especially when infected nodes recover fast.
Furthermore, we observe that aggregating the network to form a static network is detrimen-

tal to the performance of algorithms, as is not knowing the ordering of temporal interactions
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between nodes.

Finally, in Chapter 6, we analyze the characteristics of the influence function in temporal
networks in the context of influence maximization. In the previous chapter, we have shown
that the influence function is not submodular, thus there is no guarantee on the performance
of greedy optimization. However, greedy optimization still provided good solutions. In order
to dive further into the characteristics of the influence function, we analyze how frequently
the submodularity and marginal gain conditions are violated. We consider selecting the nodes
randomly or using greedy optimization, and test the violation of submodularity and marginal
gain conditions using the selected nodes on synthetic and real-world temporal networks. In
the case of randomly selected nodes, we observe that violations are common in both synthetic
and real-world temporal networks, even though the frequency is relatively lower for the latter.
However, when we use the nodes that are selected with greedy optimization, we observe
that violations only appear rarely in synthetic networks, and no violations occur in real-
world networks. This suggest that even though the influence function is not submodular,
it becomes effectively submodular when the nodes are selected with greedy optimization.
To further corroborate the effectiveness of greedy optimization, we compare its solutions
to the optimal solutions found with brute-force search. The results confirm that greedy
optimization is an effective methods to identify influential spreaders in temporal networks
even without the same theoretical guarantee of performance it has on static networks.

The work presented in this thesis is not without limitations. Our spreading model choices
mean our investigations are on simple contagion. However, spreading dynamics, such as opin-
ion dynamics, can also follow complex contagion, which have different dynamics than simple
contagion. In order to see if the results in this thesis on simple contagion extrapolate to
complex contagion, one needs to repeat similar analysis. Another possible research area is
early adopters. In general, the influence maximization problem is approached assuming that
all nodes are inactive/susceptible. However, that is not always the case in real-life scenarios.

For example, one might want to increase the reach of a product via marketing even when
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the product and its adopters already exist in the market. For such cases, the affects of early
adopters on the solutions of influence maximization problem should be investigated. Fur-
thermore, our analysis on temporal networks rely on a simplification of temporal dynamics
of networks, which is a potential limitation on understanding the true dynamics of spreading
on temporal networks, in our case specifically in the context of the influence maximization
problem. Further research can be done for this problem by modeling the temporal dynamics
continuously. One final limitation in the thesis, which is also true for most of the literature
on influence maximization, is the assumption that the information on the true and complete
network structure is available to the decision maker. This is a naive assumption at best, both
because methods to collect empirical network data are prone to error, and more importantly
data collection is an expensive endeavor. More research is necessary to design methods for
identifying influential spreaders on static and temporal networks when the network structure
is only partially known or completely unknown by using tools from network science, such as

the friendship paradox.
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A Appendix: Systematic comparison between methods for the detection of

influential spreaders in complex networks

More in depth analysis is available in the supplementary material of Ref. (24).

A.1 Real-world networks

Network Type N E Pc Ref. url
Political books information | 105 | 441 | 0.100 (117) url
College football social 115 | 613 | 0.134 (142) url
5208 technological | 122 | 189 | 0.466 (118) url
High school, 2011 social 126 | 1709 | 0.038 (28) url
Bay Dry biological 128 | 2106 | 0.030 | (101, 143) | url
Bay Wet biological 128 | 2075 | 0.031 (101) url
Radoslaw Email social 167 | 3250 | 0.020 | (101, 144) | url
High school, 2012 social 180 | 2220 | 0.044 (28) url
Little Rock Lake biological 183 | 2434 | 0.030 | (101, 145) | url
Jazz social 198 | 2742 | 0.031 (146) url
5420 technological | 252 | 399 | 0.451 (118) url
C. Elegans, neural biological 297 | 2148 | 0.045 (2) url
Network Science social 379 | 914 | 0.398 (147) url
Dublin social 410 | 2765 | 0.078 | (101, 133) | url
US Air Trasportation | transportation | 500 | 2980 | 0.026 (113) url
5838 technological | 512 | 819 | 0.349 (118) url
Yeast, transcription biological 662 | 1062 | 0.246 (148) url
Caltech social 762 | 16651 | 0.016 | (149-151) | url
Reed social 962 | 18812 | 0.015 | (149-151) | url
Mouse retina biological 1076 | 90811 | 0.004 | (152, 153) | url
URV email social 1133 | 5451 | 0.056 (1) url
Political blogs information | 1222 | 16714 | 0.015 (117) url
Air traffic transportation | 1226 | 2408 | 0.163 (101) url
Haverford social 1446 | 59589 | 0.009 | (149-151) | url
Simmons social 1510 | 32984 | 0.016 | (149-151) | url
Swarthmore social 1657 | 61049 | 0.009 | (149-151) | url

Table A.1: Real-world static networks. Information of the networks analyzed in Chapter
3. From left to right we report the name of the network, the type of the network, number of
nodes in the giant component, number of edges in the giant component, percolation threshold
of the network, references to studies where the network is presented and analyzed, and url
where the network can be found.
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http://wws.weizmann.ac.il/mcb/UriAlon/index.php?q=download/collection-complex-networks
http://www-personal.umich.edu/~mejn/netdata/
http://www-personal.umich.edu/~mejn/netdata/
http://konect.cc/networks/sociopatterns-infectious/
https://sites.google.com/site/cxnets/usairtransportationnetwork
http://wws.weizmann.ac.il/mcb/UriAlon/index.php?q=download/collection-complex-networks
http://wws.weizmann.ac.il/mcb/UriAlon/index.php?q=download/collection-complex-networks
http://networkrepository.com/socfb-Caltech36.php
http://networkrepository.com/socfb-Reed98.php
https://neurodata.io/project/connectomes/
http://deim.urv.cat/~alexandre.arenas/data/welcome.htm
http://www-personal.umich.edu/~mejn/netdata/
http://konect.cc/networks/maayan-faa/
http://networkrepository.com/socfb-Haverford76.php
http://networkrepository.com/socfb-Simmons81.php
http://networkrepository.com/socfb-Swarthmore42.php

Network Type N E Pc Ref. url
Petster, hamster social 1788 | 12476 | 0.025 (101) url
UC Irvine social 1893 | 13835 | 0.023 (116) url
Yeast, protein biological 2224 | 6609 | 0.071 (119) url
Ambherst social 2235 | 90954 | 0.008 (149-151) url
Bowdoin social 2250 | 84386 | 0.009 (149-151) url
Hamilton social 2312 | 96393 | 0.008 (149-151) url
Adolescent health social 2539 | 10455 | 0.117 (153, 154) url
Trinity social 2613 | 111996 | 0.008 (149-151) url
USFCA social 2672 | 65244 | 0.011 (149-151) url
Japanese information | 2698 | 7995 | 0.030 (118) url
Williams social 2788 | 112985 | 0.008 (149-151) url
Open flights transportation | 2905 | 15645 | 0.020 (101, 115) url
Oberlin social 2920 | 89912 | 0.010 (149-151) url
Smith social 2970 | 97133 | 0.010 (149-151) url
Wellesley social 2970 | 94899 | 0.010 (149-151) url
Vassar social 3068 | 119161 | 0.009 (149-151) url
Middlebury social 3069 | 124607 | 0.008 (149-151) url
Pepperdine social 3440 | 152003 | 0.007 (149-151) url
Colgate social 3482 | 155043 | 0.008 (149-151) url
Santa social 3578 | 151747 | 0.007 (149-151) url
Wesleyan social 3591 | 138034 | 0.009 (149-151) url
Mich social 3745 | 81901 | 0.011 (149-151) url
Bitcoin Alpha social 3775 | 14120 | 0.027 (155-157) url
Bucknell social 3824 | 158863 | 0.008 (149-151) url
Brandeis social 3887 | 137561 | 0.008 (149-151) url
Howard social 4047 | 204850 | 0.006 (149-151) url
Rice social 4083 | 184826 | 0.007 (149-151) url
GR-QC, 1993-2003 social 4158 | 13422 | 0.091 (103, 157) url
Tennis social 4338 | 81865 | 0.007 (114) None
Rochester social 4561 | 161403 | 0.009 (149-151) url
US Power grid technological | 4941 | 6594 | 0.437 (2) url
Lehigh social 2073 | 198346 | 0.008 (149-151) url
Johns Hopkins social 5157 | 186572 | 0.007 (149-151) url
00 social 5352 | 18431 | 0.025 (133) url
Wake social 5366 | 279186 | 0.006 (149-151) url
Hep-Th, 1995-1999 social o835 | 13815 | 0.108 (158) url
Bitcoin OTC social o875 | 21489 | 0.023 (155-157) url
Reactome biological 5973 | 145778 | 0.011 (101, 159) url
Jung technological | 6120 | 50290 | 0.009 (101, 160) url
Gnutella, Aug. 8, 2002 | technological | 6299 | 20776 | 0.046 | (102, 103, 157) | wurl

Table A.2: Real-world static networks. Continuation of Table A.1
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http://konect.cc/networks/petster-friendships-hamster
http://konect.cc/networks/opsahl-ucsocial
http://vlado.fmf.uni-lj.si/pub/networks/data/bio/Yeast/Yeast.htm
http://networkrepository.com/socfb-Amherst41.php
http://networkrepository.com/socfb-Bowdoin47.php
http://networkrepository.com/socfb-Hamilton46.php
http://konect.cc/networks/moreno_health
http://networkrepository.com/socfb-Trinity100.php
http://networkrepository.com/socfb-USFCA72.php
http://wws.weizmann.ac.il/mcb/UriAlon/index.php?q=download/collection-complex-networks
http://networkrepository.com/socfb-Williams40.php
http://konect.cc/networks/opsahl-openflights
http://networkrepository.com/socfb-Oberlin44.php
http://networkrepository.com/socfb-Smith60.php
http://networkrepository.com/socfb-Wellesley22.php
http://networkrepository.com/socfb-Vassar85.php
http://networkrepository.com/socfb-Middlebury45.php
http://networkrepository.com/socfb-Pepperdine86.php
http://networkrepository.com/socfb-Colgate88.php
http://networkrepository.com/socfb-Santa74.php
http://networkrepository.com/socfb-Wesleyan43.php
http://networkrepository.com/socfb-Mich67.php
http://snap.stanford.edu/data/soc-sign-bitcoin-alpha.html
http://networkrepository.com/socfb-Bucknell39.php
http://networkrepository.com/socfb-Brandeis99.php
http://networkrepository.com/socfb-Howard90.php
http://networkrepository.com/socfb-Rice31.php
http://snap.stanford.edu/data/ca-GrQc.html
http://networkrepository.com/socfb-Rochester38.php
http://www-personal.umich.edu/~mejn/netdata/
http://networkrepository.com/socfb-Lehigh96.php
http://networkrepository.com/socfb-JohnsHopkins55.php
http://www.sociopatterns.org/datasets/hypertext-2009-dynamic-contact-network/
http://networkrepository.com/socfb-Wake73.php
http://www-personal.umich.edu/~mejn/netdata/
http://snap.stanford.edu/data/soc-sign-bitcoin-otc.html
http://konect.cc/networks/reactome
http://konect.cc/networks/subelj_jung-j
http://snap.stanford.edu/data/p2p-Gnutella08.html

Network Type N E Pc Ref. url
American social 6370 | 217654 | 0.008 (149-151) url
MIT social 6402 | 251230 | 0.006 |  (149-151) | wil
JDK technological | 6434 | 53658 | 0.009 (101) url
William social 6472 | 266378 | 0.007 (149-151) url
AS Oregon technological | 6474 | 12572 | 0.036 (157, 161) url
UChicago social 6561 | 208088 | 0.008 (149-151) url
Princeton social 6575 | 293307 | 0.007 (149-151) url
Carnegie social 6621 | 249959 | 0.007 (149-151) url
Tufts social 6672 | 249722 | 0.008 (149-151) url
UC social 6810 | 155320 | 0.010 | (149-151) | wl
Wikipedia elections social 7066 | 100736 | 0.008 | (157, 162, 163) | url
English information | 7377 | 44205 | 0.011 (118) url
Gnutella, Aug. 9, 2002 | technological | 8104 | 26008 | 0.045 | (102, 103, 157) | url
French information | 8308 | 23832 | 0.022 (118) url
Hep-Th, 1993-2003 social 8638 | 24806 | 0.072 (103, 157) url
Gnutella, Aug. 6, 2002 | technological | 8717 | 31525 | 0.065 | (102, 103, 157) | url
Gnutella, Aug. 5, 2002 | technological | 8842 | 31837 | 0.056 | (102, 103, 157) | url
PGP social 10680 | 24316 | 0.064 (164) url
Gnutella, Aug. 4, 2002 | technological | 10876 | 39994 | 0.076 | (102, 103, 157) | url
Hep-Ph, 1993-2003 social 11204 | 117619 | 0.005 (103, 157) url
Spanish 1 information | 11558 | 43050 | 0.012 (118) url
DBLP, citations information | 12495 | 49563 | 0.032 (101, 165) url
Spanish 2 information | 12643 | 55019 | 0.012 (101) url
Cond-Mat, 1995-1999 social 13861 | 44619 | 0.064 (157, 158) url
Astrophysics social 14845 | 119652 | 0.018 (158) url
AstroPhys, 1993-2003 social 17903 | 196972 | 0.013 (103, 157) url
Marvel social 19365 | 96616 | 0.019 (153, 166) url
Cond-Mat, 1993-2003 social 21363 | 91286 | 0.037 (103, 157) url
Gnutella, Aug. 25, 2002 | technological | 22663 | 54693 | 0.115 | (102, 103, 157) | url
Internet technological | 22963 | 48436 | 0.019 None url
Thesaurus information | 23132 | 297094 | 0.011 (101, 167) url
Cora information | 23166 | 89157 | 0.045 (101, 168) url
AS Caida technological | 26475 | 53381 | 0.021 (157, 161) url
Gnutella, Aug. 24, 2002 | technological | 26498 | 65359 | 0.106 | (102, 103, 157) | url

Table A.3: Real-world static networks. Continuation of Table A.2
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http://networkrepository.com/socfb-American75.php
http://networkrepository.com/socfb-MIT8.php
http://konect.cc/networks/subelj_jdk
http://networkrepository.com/socfb-William77.php
http://snap.stanford.edu/data/as.html
http://networkrepository.com/socfb-UChicago30.php
http://networkrepository.com/socfb-Princeton12.php
http://networkrepository.com/socfb-Carnegie49.php
http://networkrepository.com/socfb-Tufts18.php
http://networkrepository.com/socfb-UC64.php
http://snap.stanford.edu/data/wiki-Vote.html
http://wws.weizmann.ac.il/mcb/UriAlon/index.php?q=download/collection-complex-networks
http://snap.stanford.edu/data/p2p-Gnutella09.html
http://wws.weizmann.ac.il/mcb/UriAlon/index.php?q=download/collection-complex-networks
http://snap.stanford.edu/data/ca-HepTh.html
http://snap.stanford.edu/data/p2p-Gnutella06.html
http://snap.stanford.edu/data/p2p-Gnutella05.html
http://deim.urv.cat/~alexandre.arenas/data/welcome.htm
http://snap.stanford.edu/data/p2p-Gnutella04.html
http://snap.stanford.edu/data/ca-HepPh.html
http://wws.weizmann.ac.il/mcb/UriAlon/index.php?q=download/collection-complex-networks
http://konect.cc/networks/dblp-cite
http://konect.cc/networks/lasagne-spanishbook
http://www-personal.umich.edu/~mejn/netdata/
http://www-personal.umich.edu/~mejn/netdata/
http://snap.stanford.edu/data/ca-AstroPh.html
http://bioinfo.uib.es/~joemiro/marvel/porgat.txt
http://snap.stanford.edu/data/ca-CondMat.html
http://snap.stanford.edu/data/p2p-Gnutella25.html
http://www-personal.umich.edu/~mejn/netdata/
http://konect.cc/networks/eat
http://konect.cc/networks/subelj_cora
http://snap.stanford.edu/data/as-caida.html
http://snap.stanford.edu/data/p2p-Gnutella24.html

A.2 Results of analysis
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Figure A.1: Outbreak size as a function of seed set size. Relative size of the outbreak
as a function of the relative size of the seed set for an email communication network (1).
The outbreak sizes are calculated with ICM dynamics for A = 0.5\..
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Figure A.2: Outbreak size as a function of seed set size. Relative size of the outbreak
as a function of the relative size of the seed set for an email communication network (1).
The outbreak sizes are calculated with ICM dynamics for A = 2.
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Figure A.3: Overall performance and overall precision of methods for the identifi-
cation of influential spreaders in real networks. Results are based on the systematic
analysis of the corpus of 100 real-world networks. We consider the analysis for three dis-
tinct regimes of spreading: (a) A = 0.5X., (b) A = 2., (¢) A = 2\.. Each point in a
panel corresponds to a single method. Every method is used to identify top T'N nodes as
spreaders with 7' = 0.10. Methods are characterized by the metrics of performance defined.
Both metrics relate the performance of a method m to the performance of greedy algorithm.
Overall performance (g,,) shows the outbreak size of a method m relative to the outbreak
size from greedy algorithm. Overall precision (p,,) quantifies the overlap between the seed
sets identified by a method m and greedy algorithm.
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Figure A.4: Overall performance and overall precision of methods for the identi-
fication of influential spreaders in real networks. We use V" as the main measure
of performance. Results are based on the systematic analysis of the corpus of 100 real-world
networks. We consider the analysis for three distinct regimes of spreading: (a) A = 0.5\, (b)
A =2\, (c) A =2\.. Each point in a panel corresponds to a single method. Every method
is used to identify top T'N nodes as spreaders with 7" = 0.05. Methods are characterized
by the metrics of performance defined. Both metrics relate the performance of a method m
to the performance of greedy algorithm. Overall performance (g,,) shows the outbreak size
of a method m relative to the outbreak size from greedy algorithm. Overall precision (p,,)
quantifies the overlap between the seed sets identified by a method m and greedy algorithm.
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Figure A.5: Cumulative distribution of the relative performance. Cumulative dis-
tribution of the relative performance gg ) for T = 0.05. The metric of relative performance

is defined in Equation 3.3. The distribution considers all 100 networks in the corpus. The
outbreak size is calculated for ICM dynamics at A = 0.5\..
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Figure A.6: Cumulative distribution of the relative performance. Cumulative dis-

tribution of the relative performance gT(nT ) for T = 0.05. The metric of relative performance

is defined in Equation 3.3. The distribution considers all 100 networks in the corpus. The
outbreak size is calculated for ICM dynamics at A = 2.
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Figure A.7: Cumulative distribution of precision. Cumulative distribution of the pre-
cision metric pg ) for T = 0.05 as defined in Equation 3.4. The distribution covers all 100

networks in the corpus. Results for greedy algorithm are obtained for ICM dynamics at
A= 0.5)..
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Figure A.8: Cumulative distribution of precision. Cumulative distribution of the pre-
cision metric pg ) for T = 0.05 as defined in Equation 3.4. The distribution covers all 100

networks in the corpus. Results for greedy algorithm are obtained for ICM dynamics at
A =2\
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B Appendix: Influence maximization in noisy networks

B.1 Results of analysis

The results obtained for the analysis of real-world network listed in Table 4.1 are shown
in Figures B.1-B.27. Two sets of figures are reported for each network, one for the setting

|Xerr| = 100 and the other for |A.,,| = 10.
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Figure B.2
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C Appendix: Influence maximization on temporal networks

C.1 Network characteristics

The datasets used represent temporal networks with interactions between two entities of the
network, either directed or undirected. Each interaction is represented with a time stamp
indicating the time when it occurred. We divide these datasets into slices of equal length
W in time. After dividing, we only consider those slices/layers that have more than 10%
of all nodes in the dataset active for the given layer, i.e., have at least one interaction in
the layer. To give an example, the "Hypertext, 2009” dataset has been divided into slices
of length 14,400 seconds. The division gives 15 slices in total. 4 of these 15 slices have less
than 10% of all nodes active. These 4 slices are removed, and we end up with a temporal
network with 11 layers. All the information for the other networks regarding the number of
total, removed, and remaining slices can be found in Table C.1. Once the sparse layers are

removed, we end up with temporal networks that have layers with densities shown Figure

C.1.

C.2 Finding the critical threshold

In order to analyze the problem of influence maximization in different dynamical regimes,
we need to estimate the critical value A. of the spreading probability A of each temporal
network. We remark that A\, = A.(p), i.e., A, is a function of the recovery probability .
To estimate \., we start the spreading process from each active node in the first layer of
the temporal network. The process is repeated 500 times for each node and averaged over
all realizations and all nodes. The numerical simulations are done for a range of A\ values,
the A value that maximizes the ratio of standard deviation and mean of outbreak sizes is
found using brute-force search, and the value found gives the critical threshold for a temporal

network and a given p value.
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Dataset W | total | removed | T
Email, dept. 1 2880000 25 7118
Email, dept. 2 2880000 25 7|18
Email, dept. 3 2880000 25 7| 18
Email, dept. 4 2880000 25 7118
High school, 2011 14400 19 8111
High school, 2012 14400 51 30 | 21
High school, 2013 14400 26 12 | 14
Hospital ward 14400 25 5120
Hypertext, 2009 14400 15 4111
Primary school 7200 17 6| 11
Workplace 28800 35 15| 20
Workplace-2 28800 35 15| 20

Table C.1: List of the empirical datasets used to construct temporal networks.
From left to right, we report: the name of the dataset, the length W of the temporal window
used to slice the data (time is reported in seconds), the total number of slices obtained by
dividing the dataset, the number of removed slices that had less than 10% of all nodes active
in it, and the number T of network layers resulting after slicing and cleaning data.

141



Email, dept. 1 Email, dept. 2 Email, dept. 3
0.12 0.12 0.12
0.10 A 0.10 A 0.10 4
0.08 0.08 A 0.08
0.06 0.06 0.06
0.04 - 0.04 A 0.04 -
0.02 - 0.02 - ’\/——\/\/\/\\/ 0.02
¢.00 *r—+—7 7vr0V?r v ror—r—>—>7rrr—r—7vr—1+o— 0O+ —v—F7"—7"7"77"77V7"7TV7 TV TV 7T 77T 0L00F-—T"TT T T T T T T T T T T T T T T
01234567 891011121314151617 01234567 891011121314151617 01234567 891011121314151617
Email, dept. 4 High school, 2011 High school, 2012
0.12 0.12 0.12
0.10 A 0.10 A 0.10 A
0.08 A 0.08 0.08 4
0.06 0.06 0.06
0.04 A 0.04 A 0.04 4
> 0.02 A 0.02 A 0.02 A
_4:‘ .00 *r—+—Y7 7 V?Vr r-—r-—r—r—r—rr—r—7+or—74r or—r— O0OO+FVF"T"7T"7T"""—7TV7"7T 7T 0 00— T T T T T T T T T T T T T T T T T T
m 01234567 8 91011121314151617 0 1 2 3 4 5 6 7 8 9 10 01234567 891011121314151617181920
CIC) o2 High school, 2013 o Hospital ward o Hypertext, 2009
-c 0.10 A 0.10 A 0.10 4
0.08 A 0.08 0.08 4
0.06 0.06 0.06 -
0.04 0.04 A 0.04 4
0.02 1 \/\/W 0.02 1 0.02 1
0.00 — T T T T T T T T T T T T T 0.00 T T T T T T T T T T T T T T T T T 0.00 T T T T T T T T T T T
0 1 2 3 4 5 6 7 8 9 10 11 12 13 01234567 8910111213141516171819 0 1 2 3 4 5 6 7 8 9 10
Primary school Workplace Workplace-2
0.12 0.12 0.12
0.10 A 0.10 A 0.10 4
0.08 A 0.08 A 0.08 A
0.06 0.06 0.06
0.04 A 0.04 A 0.04 A
0.02 0.02 \/\/\/\/\/\/\/\/\/\ 0.02 4
0.00 0.00 +-r—+—+—+—"+rrT 7" T T T T T T T T7T 0.00 +-r—T—"—"+—""+r+rrTrT T T T T T T TF

Figure C.1: Density values of each layer in the temporal networks.
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layer
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Each panel

represents a single network, showing the evolution of density between layers. The density is
defined as 2E;/(N(N — 1)), where E; is the number of edges in layer ¢, and N is the total
number of nodes in the network, including all those that had at least one interaction in the
whole temporal network.
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C.3 Effect of shuffling layer order on critical threshold

In our analysis, we observe that the temporal ordering of the layers has a significant effect
on the dynamics. The value of the critical threshold changes with the ordering, and also
the influential spreaders identified differ depending on the layer ordering. In Figures C.2-
C.12 we show the effect of shuffling the order of the layers on the critical threshold value
of the temporal network. In most cases, we observe that the true value of the critical
threshold is lower than the mean and median of the critical thresholds calculated from
multiple realizations of the temporal network with randomly ordered layers. This pattern
suggests that the interaction dynamics in a temporal network are not happening randomly,
and there is a correlation between the interaction patterns of layers closer to each other in

the ordering.

143



0.020] - -
0018 ......... 0 045_ -!____
0.016 —
“ 0.040 -—
0.014] =
o . -
(@] -
@ 0.012; s al 0035 _ b
£ 0 50 100 0 50 100
-t
© . _ 5 ¥
S sl 025 T o
+~ 1 I AR sL SL
5 009 ! - s % 0(Ast)
o 0.20] .
0.08] f 4
[
_-’Jd_ >
0.07. -E__p .................... 0.15 -
[T 1
0.061° : C, 0.1014 b
50 100 100
rank
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(a) Best estimates of the critical
spreading probability Agy, for randomized versions of the ” Email, dept. 1”7 temporal network.
SIR recovery probability is i = 0. We display horizontal lines identifying the average gy,
(full black line), the region corresponding to one standard deviation away from the mean
(dotted black line), and the actual
critical value A\, measured on the non-randomized version of the network (red full line). (b)
Same as in panel a, but for g = 0.25. (¢) Same as in panel a, but for © = 0.5. (d) Same as
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Figure C.3: Same as Fig. C.2, but for ”Email, dept. 2”7 network.
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Figure C.6: Same as Fig. C.2, but for "High school, 2012” network.
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Figure C.7: Same as Fig. C.2, but for "High school, 2013” network.
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Figure C.8: Same as Fig. C.2, but for ”Hospital ward” network.
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Figure C.9: Same as Fig. C.2, but for "Hypertext, 2009” network.
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Figure C.11: Same as Fig. C.2, but for ”Workplace” network.
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Figure C.12: Same as Fig. C.2, but for ” Workplace-2” network.
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C.4 Accounting for time horizon

We consider three methods that use a static network as the only topological input for the
identification of the influential spreaders. The first uses the first layer (FL), the second uses
a randomly selected layer (RL), and the last uses the aggregated version of the temporal
network (ST) to find influential spreaders. When the SIR model is employed on a static
network, traditionally the model stops when there are no more infected nodes remaining.
In our SIR model on temporal networks, the spreading happens until the end of the time
horizon (i.e., number of layers in a temporal network). In the three methods previously
mentioned, when g > 0, there is no information on time horizon (when p = 0, the time
horizon is known because if we let the SIR model run until there are no more infected nodes,
the spreading would end when all nodes are infected, which is not informative for selecting
influential spreaders). To observe the effect of knowing the time horizon on these three
methods, we implement FL-T, RL-T, and ST-T. All these methods run for T (number of
layers) steps to find influential spreaders, rather than waiting for no nodes to be left in
the infected state. The results can be observed in Figure C.13. From the figure, it can be
observed that adding the information of time horizon to the methods has no significant effect

on their performance.
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ferent dynamical regimes are studied with recovery probability p = 0.25 fixed. (b) Same as
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C.5 Results for tests of performance

Here we present the average value of the outbreak size as a function of the relative size of the
seed set, for all networks, under different values of the spreading and recovery probabilities.
The figures are similar to the Figure 5.4, but here all the methods analyzed are included in

the plots.
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Figure C.14: Identification of influential spreaders in temporal networks. (a) Aver-
age value of the relative size of the outbreak, i.e., (O(X)), as a function of the relative size
of the seed set, i.e., |X|/N. The network analyzed is ”Email, dept. 1”. Spreading dynamics
is subcritical, i.e., A = 0.5\.(u), and the recovery probability is 4 = 0. (b) Same as in panel
a, but for p = 0.25. (c¢) Same as in panel a, but for 4 = 0.5. (d) Same as in panel a, but for

w=1.
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Figure C.15: Same as Fig. C.14, but for "Email, dept. 1”7 network in critical regime,
Be., A= Ae(p).
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Figure C.16: Same as Fig. C.14, but for "Email, dept. 1”7 network in supercritical regime,
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Figure C.17: Same as Fig. C.14, but for "Email, dept. 2”7 network in subcritical regime.
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Figure C.18: Same as Fig. C.14, but for "Email, dept. 2” network in critical regime.
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Figure C.19: Same as Fig. C.14, but for ”"Email, dept. 2”7 network in supercritical regime.
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Figure C.20: Same as Fig. C.14, but for ”Email, dept. 3” network in subcritical regime.
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Figure C.21: Same as Fig. C.14, but for "Email, dept. 3” network in critical regime.

0.6 0.6
0.4 0.4
0.2 i 0.2
— GR ceer FL — ST
~ = INMFA =—— AD-F  -+-+ RL
0.0 7 — st — = RND AD-A 0.0

0.00 0.02 0.04 0.06 0.08

0.6 0.6

relative outbreak size

0.4 0.4

0.2 0.2

0.0 0.0

0.00 0.02 0.04 0.06 0.08 0.00 0.02 0.04 0.06 0.08

relative seed set size

Figure C.22: Same as Fig. C.14, but for ”Email, dept. 3” network in supercritical regime.
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Figure C.23: Same as Fig. C.14, but for "Email, dept. 4” network in subcritical regime.

0.3

0.2
g o1
m -

— GR weer FL — ST

fé 7 —= INMFA = AD-F  -+++ RL
e 0.0 7 = sL = = RND AD-A
Q 0.000 0.025 0.050 0.075 0
>
o 0.3 0.3
()
2
-
©
()
—

0.2 0.2

0.1 0.1

0.0 0.0
0.000 0.025 0.050 0.075 0.000 0.025 0.050 0.075

relative seed set size

Figure C.24: Same as Fig. C.14, but for "Email, dept. 4” network in critical regime.
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Figure C.25: Same as Fig. C.14, but for ”"Email, dept. 4” network in supercritical regime.
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Figure C.26: Same as Fig. C.14, but for ”"High school, 2011” network in subcritical regime.
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Figure C.27: Same as Fig. C.14, but for "High school, 2011” network in critical regime.
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Figure C.28: Same as Fig. C.14, but for "High school, 2011” network in supercritical regime.
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Figure C.29: Same as Fig. C.14, but for "High school, 2012” network in subcritical regime.
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Figure C.30: Same as Fig. C.14, but for "High school, 2012” network in critical regime.
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Figure C.31: Same as Fig. C.14, but for ”"High school, 2012” network in supercritical regime.
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Figure C.32: Same as Fig. C.14, but for ”"High school, 2013” network in subcritical regime.
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Figure C.33: Same as Fig. C.14, but for "High school, 2013” network in critical regime.
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Figure C.34: Same as Fig. C.14, but for ”"High school, 2013” network in supercritical regime.
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Figure C.35: Same as Fig. C.14, but for "Hospital ward” network in subcritical regime.
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Figure C.36: Same as Fig. C.14, but for ”Hospital ward” network in critical regime.
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Figure C.37: Same as Fig. C.14, but for "Hospital ward” network in supercritical regime.
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Figure C.38: Same as Fig. C.14, but for "Hypertext, 2009” network in subcritical regime.
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Figure C.39: Same as Fig. C.14, but for "Hypertext, 2009” network in critical regime.
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Figure C.40: Same as Fig. C.14, but for "Hypertext, 2009” network in supercritical regime.
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Figure C.41: Same as Fig. C.14, but for "Primary school” network in subcritical regime.
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Figure C.42: Same as Fig. C.14, but for ”Primary school” network in critical regime.
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Figure C.43: Same as Fig. C.14, but for ”Primary school” network in supercritical regime.
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Figure C.44: Same as Fig. C.14, but for ”Workplace” network in subcritical regime.
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Figure C.45: Same as Fig. C.14, but for ”Workplace” network in critical regime.
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Figure C.46: Same as Fig. C.14, but for ”Workplace” network in supercritical regime.
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Figure C.47: Same as Fig. C.14, but for ”Workplace-2” network in subcritical regime.
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Figure C.48: Same as Fig. C.14, but for ”Workplace-2” network in critical regime.
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Figure C.49: Same as Fig. C.14, but for ”Workplace-2” network in supercritical regime.
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